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About the Digital4Security project

Digital4Security is a groundbreaking pan-European master's programme aimed at addressing the
escalating challenges posed by cybersecurity threats and data privacy concerns across all
industries. With funding of almost €10 million from the European Union, this four-year initiative
is led by a Consortium of 34 partners spanning 14 countries. This industry-driven programme will
provide comprehensive knowledge of cybersecurity management, regulatory compliance, and
technical expertise to European SMEs and companies.

WP3 is responsible for the programme development and setup. This deliverable T3.7: Set up the
digital learning platform and tools for the online cybersecurity master’s programme, Output 14:
(Digital Teaching Tools and Platform) aims to develop and deploy a Digital Learning Platform that
integrates all technical solutions needed to provide an adaptive, cohesive experience for all
stakeholders involved. Every component, from content management, data processing, security
governance, task and process automation, reporting, and insights to the basics of communication
and collaboration, will be implemented in the system.

The Digital4Security Consortium

The Digital4Security Consortium is a dynamic pan-European partnership of innovators in the field
of cybersecurity. It comprises higher education institutions, industry partners, training providers
and cybersecurity clusters, working together to design, promote and deliver a transformative
cybersecurity management programme, developed and delivered by the best cybersecurity talent
from Europe and worldwide.
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Digital Learning Platform and Teaching Tools

Introduction

T3.1 objective: The aim of T3.1 was to design, develop and deploy the Digital4Security Digital
Learning Platform, connecting it to the project website www.digital4security.eu. This platform
will be the central hub for promoting the programme, recruiting students and onboarding

participants from across Europe.

The Consortium has chosen Moodle LMS, integrated with the Full Fabric system, for end-to-end
management of admissions, enrolments, and CRM. This setup combines open-source and
commercial tools to provide a seamless experience for students. Once registered in the platform
students can undertake their online lessons, select and register for events, and manage all
aspects of their programme progress all within this one platform.

Moodle’s advanced analytics will support the evaluation of key metrics like course enrolment,
admissions, engagement, and dropout rates. A variety of tools were identified to support both
real-time (synchronous) and on-demand (asynchronous) learning, ensuring a well-rounded
educational experience.

The backend will provide full programme management facilities for administrators and faculty.
The portal will be fully responsive and accessible, optimised for use on multiple devices and
different screen resolutions.

Objectives

The Digital Learning Platform was designed with the following key objectives in mind:

D3.1 Digital Learning Platform and Teaching Tools v1 7
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A goal of developing an online master's programme that is highly accessible, affordable
and convenient, ensuring it can reach the widest range of students from diverse
demographics, backgrounds and countries;

to design a sustainable and scalable European master’s programme platform that
minimises financial requirements and investment for participating higher education
institutions (HEIs).

Launch of the Digital Learning Platform and Teaching Tools

The platform is being iteratively designed, developed, deployed and refined to support the

delivery of the master's programme. It is being released in phases:

Demo;
Pilot;

Version 1.0. The Digital Learning Platform and Teaching Tools will offer online training
materials, certifications, and resources for the train-the-trainer programme to support
the related goals and deliverables D3.2, D3.3, D3.4 and D3.5 for Work Package 3.

Student access

Students will engage with the system at different stages of their journey. We have developed

multiple access points to facilitate this:

1.

D3.1 Digital Learning Platform and Teaching Tools v1

Information gathering

At the initial stage, users will collect details about the programme, such as eligibility
requirements and pricing. The general public will be able to get all necessary information
at

Application process

When prospective students are ready to apply, they will follow the application link on the
website, which directs them to the Full Fabric student enrolment platform. The
application process will be hosted at , which will also serve
as the main student dashboard.

Interacting as a student
By default, students will access the whole platform via ,
which will link to individual courses hosted on the LMS at


https://digital4security.eu/
https://my.digital4security.eu/
https://my.digital4security.eu/

Information gathering

https://digital4security.eu

pe ® master program details -2
Ready
to apply

® pricin,
Student RLCINE

e eligibility criteria

Figure: Student access flow and process.
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Figure: Architecture design of the learning platform.

This technical architecture diagram illustrates the system’s

interconnect.

1. The system has three main components:

a. Full Fabric:

D3.1 Digital Learning Platform and Teaching Tools v1
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i.  Student Information System;
ii. Admissions;
iii. CRM.
b. LMS system:
i. A Moodle instance hosted on a primary web server;

ii. A bespoke middleware facilitating seamless integration and single sign-on
(SS0) functionality between Full Fabric and Moodle to facilitate user
accounts and SSO.

c. A variety of chosen third-party components, modules and plugins will provide
much of the necessary interactive functionality.

Middleware Moodle data structure

A bespoke middleware application facilitates:
® Communication and data mapping between Moodle and Full Fabric;
® Scheduling of synchronisation tasks;

® Monitoring and alerting.

D3.1 Digital Learning Platform and Teaching Tools v1 10
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S= FULL FABRIC

Middleware Module

Management System
& Task Scheduling

Full Fabric Moodle
API @&——@ API
connector connector

Figure: Middleware module (management system & task scheduling).

The diagram above highlights the key components that must be synchronised between the two
systems — the Full Fabric CRM and Student Information System, and the Moodle LMS.

It demonstrates a direct mapping between the main entities in both systems, making them well-
suited for integration and ensuring a smooth student experience. The Matrix Middleware
Application, highlighted in orange in the diagram, will maintain data synchronisation between the
systems and ensure all relevant users are notified about their access to the LMS.

Simplified entity relationship diagram

The following elements need to be synchronised between Full Fabric and Moodle.
1. Profiles > Users

a. User data will be synchronised daily overnight, starting the night after their initial
application, days before they become students. If an applicant does not convert to
a student, personal data will be deleted or anonymised after a specified period, as
agreed.

D3.1 Digital Learning Platform and Teaching Tools v1 11
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a. Cohorts will be synchronised daily overnight.

3. Courses > Courses and Units
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a. Empty courses will be created in Moodle overnight for content population.

4. Units > Topic

a. Topics will be synchronised together with Courses

&= fullfabric

Class

f = Course

Cohort

f < Course

Figure: Simplified entity relationship diagram

Unit

Topic

Note: Courses map to courses, however, on Moodle courses will actually be called “modules” (for

the purposes of this document and to show the mappings we will continue to refer to them as

courses LMS.

D3.1 Digital Learning Platform and Teaching Tools v1
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Chosen LMS — Moodle

The Consortium has chosen Moodle as the platform for delivering the Digital4Security master’s.
It is one of the world’s most widely used learning management systems, with large-scale
installations that demonstrate its scalability. Many of our academic partners are already familiar
with Moodle, as it is used regularly in their institutions, which reduces the learning curve.

Key features of Moodle include:
® User-friendly and designed with a user-centric approach;

® Comprehensive accessibility system to accommodate users with special requirements, so
they can easily navigate and use the platform;

Facilitates collaborative learning;
Offers powerful analytics and reporting tools;

Extensible with a global community of developers;

Highly modular and open source;
® Supports a wide variety of plugins and integrations.

As of October 2024, Moodle had more than 155,753 active sites registered across 239 countries,
with nearly 430 million users.

D3.1 Digital Learning Platform and Teaching Tools v1 13
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'ﬁ']oodle Forums Documentation Downloads Demo Tracker Development Translation Q EES
. .
Statistics
Sites Courses Users Enrolments
155,764 48,599,201 427,618,401 2,442,156,271
Forum posts Resources Quiz questions Countries
802,101,230 428,298,332 9,342,391,371 239

Figure: Moodle statistics according to

Among the universities using Moodle are POLITEHNICA Bucharest, our project coordinator, UNIR,
Politecnico Milano, National College of Ireland and MRU, all members of our Consortium.

s . . i
aa}" - 5'.\!_:\. un-lR LA UNIVERSIDAD POLITECNICO

W EN INTERNET MILANO 1863 .
NN Mykolas Romeris
1818 University
* %
\‘
. 5 UNIVERSITY OF , z
National CAMBRIDGE  ( BEIRFHKXF
College Of THE OPEN UNIVERSITY OF CHINA I
Ireland ALMA MATER STUDIORUM

UNIVERSITA DI BOLOGNA

- =8 UNIVERSITY
Bt Athe Crth eu|academ o
D C U Dubliniity University IOWA STATE UN[VERSITY I y L/ OF LONDON

Extension and Outreach

Moodle framework

Moodle' is an open-source learning management system (LMS) designed to provide educators,
administrators and learners with a secure and integrated environment for creating personalised
learning experiences. It has been customised to meet the needs of Digital4Security. We have
enhanced the system by integrating several third-party tools and plugins, adding interactive
elements and Al-driven features. The Moodle LMS platform will be built out as follows:

T https://moodle.org

D3.1 Digital Learning Platform and Teaching Tools v1 14
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Technical architecture (outline in previous section);
Information architecture;

User interface design for key pages;

Assets for landing pages and modules;

Setup and deployment of Moodle infrastructure;
Integration of third-party plugins and licences;
User access and administration;

Moodle on-boarding and training;

QA and testing.

D3.1 Digital Learning Platform and Teaching Tools v1
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Moodle information architecture

Al & Emerging Topics
in Cybersecurity

@ Article pages

Business Resilience,
o Incident Management
and Threat Respanse

Cybersecurity
¢ Culture, Strategy &
Leadership

o Article pages Q Thank you

Digsertation /
Internship

l

Enterprise Architecture,
Infrastructure Design
and Cloud Computing

Law, Compliance,
Governance, Policy,
and Ethics

¢ Research Metheds

¢ Security Operations

Technological
¢ Foundations for CS &
Security Controls

Figure: Information architecture of the Moodle LMS key pages which will include all modules.

Moodle user interface design

The design team created design components, assets and designs for the Moodle platform based
on the project branding and accessibility best practices.

D3.1 Digital Learning Platform and Teaching Tools v1 16
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Figure: Ul design assets for implementation in the Moodle LMS platform.
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Digital4Security - Colours

Colours

Our design system leverages & purposeful set of color styles as the perfect starting point for any brand or project.
When it comes te color, contrast is critical for ensuring text is legible. We've added WCAG 2.1 contrast ratics to our
color syatem 20 you can make sure you're designing with acceasibility in mind.
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Figure: Digital4Security project brand colours.
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Figure: assets were created for each of the master’s modules.
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Moodle homepage

The Moodle LMS will be publicly accessible via
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M
.

Figure: Ul design mockup of the proposed Moodle LMS homepage.
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Figure: Ul design of the proposed Moodle LMS homepage.
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The Consortium can feature key modules they want students to sign up for, directly on the
Moodle homepage, as shown below:

Explore top modules

Al and Emerging Topics in Business Resilience, Incident Cybersecurity Culture, Strategy Technological Foundations far CS
Cybersecurity Management and Threat & Leadership & Security Controls
Firstrame Lastname . Response Firstrame Lastname . Firstnams Lastinime
90 3 Firstname Lastname t $:'0 3 'O
L SR+

Figure: Ul design of the proposed Moodle LMS homepage displaying top modules.

tal4Security Landing page 1 Landing page 2 Courses v Resources Support Hub & AopaQ s
evmratomeopurione
HI ] %
Quick ks
® My modules
B All modules
O course notes Dashboard Courses

73 Dashboard

@ Site home

@ Al modules

B Calendar

Al and Emerging Topics in Business Resilience, Incident Cybersecurity Culture, Strategy Dissertation / Internship
Cybersecurity Management and Threat & Leadership Firstname Lastname
Firstname Lastname Response Firstname Lastname € 1S May 2024
® 1 G May 2024 Firstname Lastname € 1 'S May 2024

i1 'S May 2024

“y
B \ ) .

Figure: Ul design of how Moodle will display when students are logged in.
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Business Resilience, Incident Management and

Threat Response
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About the module
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Figure: Ul design of Module landing page when logged into the Moodle LMS.
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Accessibility

In configuring Moodle, we implemented a comprehensive accessibility system to accommodate
users with special requirements, so they can easily navigate and use the platform. We have
included some images to demonstrate examples of some of the accessibility features available
in the Digital4Security Moodle LMS.

4Security Modules  Resources

Accessibility profiles -}

»

My modules

@ Visual impairment
4 Seizure and epileplic

(O Color vision deficiency

@ ADHD
Module overview
A Dyslexia
- [ [ o1ty moisrane - coc -] B Laaries
Content adjustments -]
Aa
Readable font Dyslexia-friendly font
H @
Highlight headings Highlight links.
Test ® B
O Digital Masters Highlight buttons Hide images
Enter this course
| a
Mo eampletion entena Toollips Stop animations
Tr Text size

+ 4+ P

Figure: showing how the accessibility can be adjusted as required within the Moodle platform.

ASecurity Modules  Resources 3 Reset settings X Close

Accessibility profiles -]

»

My modules

@ Visual impairment

4 Seizure and epileplic

My modules > Site pages > My modules

@ Coler vision deficiency

® ADHD

Maodule everview

Content adjustments 2
A Ao
Readable font Dyslexia-friendly font
H @
Highlight headings Highlight links
Test o] =
[ Digital Masters. Highlight buttans Hide images
=] o
Na comgletion criteria Toaltips Stop animations.
Tr Taxt size
. as e

Figure: showing how the accessibility can be adjusted as required within the Moodle platform.
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\asecurity Modules  Resources

Accussibility profiles a

4 Seies and spaaptc

My modules

My modules > Sitepages > My modules @ Coler visian deficiensy
® ApHO
Aa Dyslexia
Module overview
@ Loaming

IS
Dystexia-tiandty font
H @
Hghiignt headings Hhghiignt ks
o a
Highiight buions Hide images
o a
Taallips Slop animations.
Test

[ Digital Masters T Toxt size

Enter this course

Figure: showing how the accessibility can be adjusted as required within the Moodle platform

asecurity Modules  Resources

Accessibility profiles

® Visual impaimant
n O Golor visien deficiency
My modules > Site pages > My modules
® ADHD
Aa Dyslexia

—
Module overview L C2

Content adjustments. (-]
All - Search Sort by module name - Card -

Ao
3 Dyslexia-friendy font

H @
Highlight haadings: Highiight finks

Taalips.

Tr Tex size
Test

[ Digital Masters

Figure: showing how the accessibility can be adjusted as required within the Moodle platform.

asecurity Modules  Resources G Resat settings

Accessibility profiles -]

My modules

® Visual impairmant

@ Color visicn deficency

@ ADHD
Module overview

Ao Dyslexia

B Leaming
Content adjustments -}

A Aa
Resgable font Dysseia-trendly font

H @
Highiign hesdings Highiign ks

Test

o =]
Highlight butions Hide images

Toalips

T Toxt size

Figure: showing how the accessibility can be adjusted as required within the Moodle platform.
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Academic access

Academic access is managed by the platform's development partner, granting access with the
necessary permissions as needed, and upon request.

Here is a preview of the academic access of a lecturer assigned to Module as a teacher to be
able to add the materials for each Module in Moodle:

ASecunty

Biocks

Administration

¥ Module administration
£ Settings
& Course completion
> Users
¥ Filters
> Reports
£ Gradebook setup
> Badges
1 Import
B Backup
¥ Restore
(@ Copy module
€ Reset
> Question bank
£ LTI External tools

Add a block

Add

e

«

Modules  Resources A m QO FM m

Test

My modules » Test

v General # Collapse al

23 Announcements

O v Topic1#

~ Topic 2 #
~ Topic 3 &

v Topic 4 #

(0)

0 selected

Figure: academic access to Moodle.
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Add an activity or resource

Search

Starred Recommended All

]
Assignment

i ]

@

Feedback

o

]
IMS content package

(]

-
Survey

o

Activities  Resources

L}
BigBlueButton

Interactive Content

o

[}
Text and media area

o

m & E ]
Book Chat Choice Database
o ] L] L
=] -] L -
Folder Forum Glossary HSP
o o L] 0
" -] Cl @
Lesson Page Quiz SCORM package
o o o o
X L]
URL Wiki Workshop X5Moodle
o o L] o

Figure: showing how an academic can add an activity or resource to Moodle

asecurity

Modu.. «

Modules  Resources

= Adding a new Interactive Contents

Test

B pigital Masters

& 1/0

Description

Editor

Expand all
Edit View Insert Format Tools Table Help
¢ B I BEY M £ I === 8% == == B
p ywords (@ tiny
Display description on course page @
HPow  Select content type v
® Create Content O Upload ) Pa
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4security Modules  Resources - QM m

. "
= «  Editor H:P... Select content type -
@® Create Content O Upload
€ Main course page
Search for Content Types
Test
All Content Types
show:  PopularFirst Mewestfirst  AtoZ
r Interactive Video
ﬁ Create videos enriched with interactions
o Course Presentation
Create a presentation with interactive slides
. .
Digital Masters Multiple Choice
Create flexible multiple choice questions
=

1/0
Quiz [Question Set)
Create a sequence of various question types

Fillin the Blanks

Create a task with missing words in a text

Drag the Words

M0 @ O

Create text-based drag and drop tasks

Drag and Drop

Figure: showing how an academic can add interactive content to Moodle

The Train the Trainer Programme deliverable leaders have created a comprehensive template to
guide all academics on the creation content for population on Moodle.

Synchronous (real-time) learning

To facilitate synchronous learning we are integrating and using a number of third party tools,
such as The Big Blue Button for delivering live lessons.

Asynchronous (self-paced) learning

Self-paced learning will be a key component of the Master’s programme. To support this, we are
leveraging the full capabilities of Moodle, along with additional tools outlined here. We will also
investigate if we can enable access to the academic partner libraries.

Third party services

Matrix implemented a platform with the tools required to deliver an immersive platform. The
academic Partners reviewed and compiled a list of requirements for delivering a more adaptive
experience for all platform stakeholders, including those involved in the Train the Trainer
programme.
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Platform Video Tool

For real-time learning, for the pilot we’ve selected Big Blue Button. This platforms allow for live
teacher training through video links, and come equipped with features like video sharing,
whiteboards and breakout rooms to enhance the learning experience. Based on the students
feedback we will evaluate if this is the best platform video tool.

Word processing software

We will investigate the best solution for giving students access to tools to create reports,
assignments, and more, to ensure that all submissions are in a standardised format.
Intelliboard

Intelliboard, an analytics extension for Moodle, retrieves and analyses platform data, identifying
areas for improvement and addressing any issues.

H5P interactive content

HTML5 Package (H5P) allows educators to create interactive content like videos, quizzes and
presentations.

Flip (formerly Flipgrid)

Flip is a free app from Microsoft that lets educators set up secure groups for students to engage
with the curriculum through short video, text and audio messages.

Miro

Miro is a third-party tool that enables users to create interactive whiteboards, which can be
embedded using an HTML embed code.

Video streaming platform

Ideally we would like to use Vimeo as it is a completely ad-free video streaming service that
enables customised configurations and streaming of video content to specific destinations. Users
can embed videos with full control over the content that appears at the end. However initially
we will utilise YouTube as we already have an account setup

MOSS

MOSS integrates with Moodle to detect source code plagiarism in assignments
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Proctored (timed) exams

Moodle supports basic exam proctoring through plugins. For more advanced proctoring, it
integrates with solutions like Smowl, offering a comprehensive proctoring experience.

Labs

In the later phases of the digital learning platform, we will assess the need for labs and explore
Moodle add-ons and CyberRanges as potential solutions. Pilot testing and review will help us to
select the best option for Digital4Security students.
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Full Fabric

Full Fabric

Full Fabric? is a comprehensive admissions and enrolment platform that streamlines the process
of recruiting, admitting and enrolling students at scale.

Full Fabric includes the following basic blocks:
1. “Foundation” CRM system;
2. “Origin” admissions system;
3. “Core” student information system.

Full Fabric handles the entire student user experience and workflows outside of the learning
content, which is managed by the Moodle LMS system.

Full Fabric covers the following aspects of the user journey:
® Eligibility process;

Student application;

Onboarding;

Remarketing and reminders (GDPR-compliant);

Online payments;

2 https://www.fullfabric.com/
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Course enrolment;

Student dashboard and links to LMS.

We have agreed the following Implementation plan:

Phase O - Pilot;
Phase 1 - Application Form;
Phase 2 - Evaluation and Acceptance/Rejection;

Phase 3 - Enrolment.

The following tasks will be completed as part of the process:

Weekly call for integration;
Process mapping;
Assets for applying branding on platform;

Setup of subdomain, dns management, emails for administration of Full Fabric and
student communication;

Related required policies for remarketing and reminders (GDPR-compliant);

Register your interest form fields and setup - needs to be setup as as soon as possible to
start outreach;

Integration of required forms on project website;
All automated emails styling and content writing;
Course setup - programme and intake;

APl integration;

Student application form architecture and content, setup, review, consortium outreach
for feedback, QA and testing;

Offer letter content and styling;

Payment gateway and online payment;

Student on-boarding and access to LMS;

Accreditation certificate content, stamps and styling, issuing process of accreditation;

Admissions process, criteria and administration;
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® Application Evaluation process, implementation and testing;
® Administration on-boarding for rollout of Masters and courses;

® Ongoing QA and review and end-to-end testing once full integration complete.

Our primary focus was getting a “Register Your Interest’ form created to start capturing students
interested in applying for the Masters:

Digital4Security

Shaping Farcoes e fuws

Register your interest

First name*

‘ First name

Last nama*

Email address*

‘ Email address

Which modules are you interested in*

What type of course format are you interested in?

‘ Select NE

Would you be interestad Iin participating in a pilot programme?

‘f.:r N

How did you hear about DigitaldSecurity

|

Privacy policy*

We will use your data throughout your student journey, and may share it with third
parties as needed for this purpose, For more details, plesss review our Privacy Policy
here,

‘ | accept the Privacy policy

Marketing policy*
Please opt In to recene more information and offers on aur academic programmes

| would like to receive information by email

) 1 do not want to be contacted with this type of information
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Figure: shows a Ul mockup the ‘Register Your Interest’ form.

45ecuritg About Digital4Security Partners News & Events Get in Touch
Shaping Laropes cyber future

Shaping Europe's
cyber future

Digital4s

ith academic excellence

Take the first step towards safeguarding Europe’s digital

landscape

Figure: shows the registration form embedded on the project website linked to on the main

navigation on all website pages via a ‘Register Your Interest’ CTA

Digital4Security admissions process and candidate lifecycle with FULL

FABRIC

The steps below outline the planned admissions process for Digital4Security's admissions team
and the candidate life cycle. This process will be adjusted as needed based on insights from
pilot testing and user feedback.

Suggested prospect lifecycle in Full Fabric

Prospect state Description

Cold The prospect has signed up on the portal

Pass Eligibility The prospect has submitted and passed the eligibility assessment
Fail Eligibility The prospect has submitted and failed the eligibility assessment
Started N

application The prospect has started an application
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Suggested applicant lifecycle in Full Fabric

Applicant state
Submitted

Incomplete
Rejected

Admitted

Needs Board Review
Board Admitted
Board Rejected

Acceptance Submitted

Registered

STUDENT Enrolled

*Withdrawn

Description

The applicant has submitted their application

The applicant has uploaded unreadable files and needs to provide
them again

Applicant has been rejected by the admissions team after initial
review

The applicant has been admitted by the admissions team after initial
review

The applicant has been reviewed by the admissions team and needs
to be reviewed by the Admissions Board

The applicant has been admitted after the Admissions Board review
The applicant has been rejected after the Admissions Board review

The applicant has completed their offer acceptance form

The applicant has completed the registration form where they
selected the modules they will be doing as part of their programme
and paid the relevant fees

The profile is fully enrolled

The profile has decided to withdraw the application — this sub-state
is available throughout the lifecycle
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Admissions/enrolment process narrative

Step 1

The applicant visits the client website and clicks “Apply now,” or clicks the “Apply now” call to
action in an email.

Step 2

The applicant is redirected to the Full Fabric platform’s Home Page, where they receive
instructions on the application process.

Digita/4security Home

A Home Welcome to the Application Portal for Digital 4 Security!

Digital4Security is a pioneering pan-European master’s programme in cybersecurity management and
data sovereignty. Close the cybersecurity skills gap by joining a new wave of experts, blending practical
industry insights with academic excellence.

To apply to our programmes, you'll need to follow a simple 3-step process:

1. Eligibility Check: Confirm that you meet the basic requirements for the type of programme you're
interested in.

2. Create an Account: If you don't already have one, start by creating an account. If you have an
existing account, log in to proceed

3. Start Your Application Explore our programmes and begin your application journey.

You'll find detailed instructions at every step along the way, but if you have any questions or need
assistance, please feel free to contact us at admissions@digitaldsecurity.eu
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Step 3

Applicant / to the portal:

Digital4Security

Welcome

Not registered? Create an account

E-mail address

Password

[ Losin | Forgot your password?

Digital4Security

Sign up

First name Last name

E-mail address

Password

| accept the privacy policy

Step 4

Applicant completes the Eligibility Assessment for Digital4Security’s programmes (selecting the
programmes they are interested in

Result 1: Eligibility assessment — PASS
The applicant immediately receives an automated email confirming their eligibility to apply to the
programme — State: Prospect_pass_ eligibility.
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YES: Applicant receives an email confirming they can now apply to the programme. —
Prospect_pass_eligibility

If PASS/YES - Applicant navigates to the relevant page to start/continue application:

Digital4Security

A Home

Other Content

= Application

Digita|4Security

A Home

Other Content

= Application

Thank you for your interest in
Digital4Security

Congratulations, based on the answers you provided in your eligibility check, you can now proceed to
your application.

Please ensure that you have all the necessary documents and information ready as you start your
application.

We're here to support you every step of the way, so don't hesitate to contact us
at admissions@digitaldsecurity.eu if you have any questions or need assistance.

Apply Now!

Start your application now

Congr i on fully pleting the eligibility form for

the Digital ity progr

Based on your responses, we're happy to inform you that you meet the basic eligibility
criteria to proceed with your application.

What's next? You can now start your application for this programme.
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Result 2: Eligibility Assessment - FAIL
State: Prospect_fail_eligibility — The prospect has submitted and failed the eligibility assessment.

State

Prospect::Fail eligibility ~

Prospect::Cold
Prospect::Fail eligibility
Prospect::Pass eligibility

Prospect::Started application

Applicant::Submitted
Applicant::Incomplete
Applicant::Rejected
Applicant::Admitted
Applicant::Needs board review
Applicant::Board rejected
| Applicant::Board admitted
Applicant::Acceptance submitted

Applicant::Registered

Student::Enrolled

NO: Applicant receives rejection email. — Prospect_fail_eligibility
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Step 5

Applicants validate their email address through a link received automatically by email.

Step 6

The applicant starts the application process and fills out all required information — State:
Prospect_started_application.

Each tab of the application form includes the necessary questions and uploads for the applicant
to complete their submission. The form's content is fully customisable and can be updated at

any time.
asec Application Form
ecuri
sy Digital4Security
# voue PERSONAL APPLICATION ® + poF @wron
General First name
Joana
Middle names
Last name
Test
Step 7

The applicant submits the application form — An automated confirmation email is sent to the
applicant, and a notification is sent to the admissions team to review the application - State:
Applicant_submitted.

Step 8

The admissions team reviews the submitted application forms using evaluation criteria to ensure
the applicant's profile meets the programme's admission requirements.
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Step 9

The admissions team moves applicants to the appropriate status based on the outcome of their

review:

State

Applicant::Needs board review ~

Prospect::Cold
Prospect::Fail eligibility
Prospect::Pass eligibility

Prospect::Started application

Applicant::Submitted
Applicant::iIncomplete
Applicant::Rejected

Applicant::Admitted

Applicant::Needs board review
Applicant::Board rejected
Applicant::Board admitted
Applicant::Acceptance submitted l

Applicant::Registered

Student::Enrolled

® State: APPLICANT_REJECTED - Applicant receives automatic rejection email informing of
the reasons for rejection.

® State: APPLICANT_ADMITTED - Applicant receives automatic acceptance letter with
instructions on the next steps they must take.

@® State: APPLICANT_NEEDS BOARD REVIEW - Notification sent to board members to review
application form.

Step 10

The board reviews each applicant's submission, makes a decision, records it on the evaluation

form, and submits the evaluation.

Step 11

The admissions team receives a notification with the board's evaluation results and takes the

necessary actions based on each applicant's decision, updating the applicant's status

accordingly.

® State: APPLICANT_BOARD_REJECTED - Applicant is sent an automatic email informing
them they have been rejected.
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® State: APPLICANT_BOARD_ADMITTED - Applicant receives automatic acceptance letter
with instructions on their next steps.

Applicant admitted or applicant board admitted
Step 1

Transcripts and payment plans are automatically generated for the applicant:

Transcript

This will include the list of courses they can select as part of the programme/certificate (for
Master’s).

Payment plan

An upfront full payment plan that the applicant must complete to enroll in the courses of the
programme or micro-credentials.

O The full upfront payment plan is the default option, but it can be customised on a
case-by-case basis at the discretion of the Digital4Security Consortium.

Step 2

Applicants receive an email with the attached acceptance letter, informing them of their
admission and instructing them to log in, select their courses, and pay their tuition.

Step 3

The applicant logs in to the Full Fabric portal and accesses an enrolment area where they can
select their courses and pay their tuition.

Step 4

Applicant starts their enrolment form

Selecting courses:
At a later stage will be implementing the process for selection of elective modules. applicants

will have a form listing out the modules and electives that they need to select with on-screen
guidance to support the process.
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Tuition payment
Deposit fee enrolment form

PAYMENT PLAN @ m
Payment plan
Product selected

Please select a payment plan * Required

Tuition fee - Full upfront
0 days from application submission €1000 €500
TOTAL €500
Step 5

The applicant submits their enrolment form, and their profile status is automatically updated to
Student_Enrolled. A notification is then sent to the admissions team.

Student Enrolled

Step 1

API integration is triggered to send student data and course enrolments to Moodle.

Full Fabric API Introduction

® Full Fabric uses HTTP verbs and a RESTful endpoint structure
® Rate limiting:
O 40 per 8 seconds

O 180 per 1 minute
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O 10,000 per 1 hour
® Secure encrypted communication over internet:
O via SSL/HTTPS
O in JSON format
® Low data throughput requirements
O User unit registrations and grades = 2.44 KB
O Courses = 0.23 KB per course

O User profile = 4.7 KB

B Hypothetically, if 1,000 sign-ups convert to students at the same time, it
will result in a data transfer of 4.7MB, taking 1Gbps line 0.038 seconds to

transfer.

B In such a case, rate limiting will be the bottleneck and the operation will
be artificially rate-limited and it will take 5 minutes.

B As new signups will take days to convert students and start the
programme, this latency is negligible.
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Full Fabric Process Diagram

Redirected to website page
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Profile Submits Eligibility
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Profile logs in

Figure: outcome of the process mapping workshop
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Part 1: Sign up and eligibility check

Profile clicks -
Website Visits Check your
Eligibility

Profile clicks - "Apply N

Figure: the signup and eligibility check process
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Part 2: Application outcome

Eligibility check FAIL ELISIAILITY Rejection
submission

9

Confirmation email
sent to profile create

———3 their account/setup
their password and do

their application

Profile logs in to
FF portal

NOT APPROVEDYREJECTED

Application Form

Admissions BOARD R
Review

DIRECT APPROVAL

APROVED

ADMITTED

Enralment
Course Selection +
Tuition Fees

Data Transfer to

LMS

Figure: student application application process flow
Sequence Diagram of Integration Workflow 1

Subscription to User Updates
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Signup Process Started

Middleware

https:/apis/profiles/profiles JSON

{}

Upsert Into
DB of Users

Subscribe To Profile Role Updates

https: webhooks/subscriptions JSON

{}

. Get Profiles
List Of Applicants

Subsrciption Confirmation

Sequence Diagram of Integration Workflow 2

User Import and Enrollment
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Applicant Converted to Student

HTTPS Webhook Alert

Get Profile
hitps /profiles/:profile_id

Profile Details

Get Units
https: /units/:unit_id/registrations  JGON
i}

Unit Subscriptions

Upsert DB
of Users

Upsert DB
of Courses

LOCAL API: core_user_create_users '

Confirmation

LOCAL API: enrol_manual_enrol_users

Confirmation

Integration Workflow 3

Synchronisation of Classes and Courses Sequence Diagram
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Get Classes
https: institutions/classes

List of Classes

Upsert into
DB of Classes
Get Courses
https: courses/courses JSON
{}
Subscription Confirmation
Upsert into
DB of Courses

cohort_add_cohort()

‘Confirmation

create_course() l
Confirmation

Daily overnight process

D3.1 Digital Learning Platform and Teaching Tools v1
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Emails

Full Fabric offers a suite of automated emails that can be configured with customisable
messages that can be sent as required. We have applied the brand guidelines and the template
is as follows:

Digital4Security

Digita \4Securltg

ping Europ

Dear [first_namel|,

Thank you for accepting your offer! We are delighted that you have
accepted the offer of a place on the |primary_programme_choice| at

DigitaldSecurity. Welcome [first_name|,

You can register for the courses of your programme. Please

o X Please follow the link below to verify your email address and create a
visit to complete your registration.

password.
If you have any queries about this or require further information, please do
not hesitate to contact us at [url]
Kind regards, Please have in mind this activation link is only valid for 24 hours.
Digital4Security
4s t 4Security R
aoecurity [ . i Europesn Unon

injo] mo

We are currently working on the student registration form for the pilot:
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Applicant accesses the admissions’ portal:

Jhgeunty Welcome to Digital4Security

A Home Welcome to the Application Portal for Digital 4 Security!

P P : : My Applications
Digital4Security is a pioneering pan-European master's programme in cybersecurity y APP

management and data sovereignty. Close the cybersecurity skills gap by joining a new wave
of experts, blending practical industry insights with academic excellence.

To access applications please register or login.

To apply to our programmes, you'll need to follow a simple 3-step process: Login

1. Create an Account: If you don't already have one, start by creating an account. If you
have an existing account, log in to proceed

2. Eligibility Check: Confirm that you meet the basic requirements for the type of
programme you're interested in.

3. Start Your Application Explore our programmes and begin your application journey.

You'll find detailed instructions at every step along the way, but if you have any questions or
need assistance, please feel free to contact us at admissions@digitaldsecurity.eu

@ Login - Register

Applicant creates an account/logs in:

Digit ‘,iLSSeCUI;iEg

Sign up
First name Last name

E-mail address

Password

Bcharacters  O1symbol O tletter O 1digit

Privacy policy

1 accopt the privacy policy

Digital4Security

Sasing Ewrioes uter e
Welcome
Not ragisterad? Create an account

E-mail address

Password

Forgot your password?
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This is what the applicant will see once logged in:

01t/ 4security

A Home

Other Content
Check your Eligibility

Admissions Criteria

® Joana Test

Welcome to Digital4Security

Welcome to the Application Portal for Digital 4 Security!

Digital4Security is a pioneering pan-European master’s programme in cybersecurity
management and data sovereignty. Close the cybersecurity skills gap by joining a new wave
of experts, blending practical industry insights with academic excellence.

To apply to our programmes, you'll need to follow a simple 3-step process:

1. Create an Account: If you don't already have one, start by creating an account. If you
have an existing account, log in to proceed

2. Eligibility Check: Confirm that you meet the basic requirements for the type of
programme you're interested in.

3. Start Your Application Explore our programmes and begin your application journey.

You'll find detailed instructions at every step along the way, but if you have any questions or
need assistance, please feel free to contact us at admissions@digitaldsecurity.eu

D3.1 Digital Learning Platform and Teaching Tools v1
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My Applications

You haven't started or submitted an application yet
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Admissions Criteria Page:

HigiaideduTy

A Home

Other Content
Check your Eligibility

Admissions Criteria

Admissions Criteria

Below, you will find the requirements necessary for admission, including academic
qualifications, English proficiency, and other key criteria.

1. Academic Qualifications
Applicants are expected to hold at least an EQF Level 6 qualification in one of the
following disciplines:

« STEM Disciplil Information A t Information Technologies,
Computer Science, Engineering, Physical Sciences, Mathematics.

« Business/Legal Disciplines: Business Information Systems, Business Administration,
Accountancy, Finance, Economics, Business and Law.

with i or Legal must also demonstrate numerical and
computing proficiencies. Evidence can be provided through:

« Work Experience: Relevant roles showcasing these skills.

« Formal Training: Certifications or short courses in quantitative or computational
areas.

. i dules: Completed cot k such as ICT in Business, Statistics,
Quantitative Methods, Operations Research, Informatics, Business Analysis, Risk

Analytics, or Econometrics.

Recognition of Prior Learning (RPL) Policy
We understand that formal qualifications don't always reflect an applicant's abilities and

D3.1 Digital Learning Platform and Teaching Tools v1
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Digital4Security

Eligibility PASS:

® Page:
4Security
P Thank you for your interest in Digital4Security
other Contont Congratulations! based on the answers you provided in your eligibility check, you can

now proceed to your application. You can access your application on the left sidebar
Admissions Criteria menu "Application”.
Check your Eligibility

Please ensure that you have all the necessary documents and information ready as you

e i —_—
Application start your application:

« A copy of your CV

« Proof of qualification or relevant experience
« Proof of English proficiency

We're here to support you every step of the way, so don't hesitate to contact us
at admissions@digital4security.eu if you have any questions or need assistance.

® Email:

Dear [first_name| |last_name|,

Congratulations, based on the answers you provided in your eligibility
check, you can now proceed to your application.

Please ensure that you have all the necessary documents and information
ready as you start your application:

« A copy of your CV
« Proof of qualification or relevant experience
« Proof of English proficiency

We're here to support you every step of the way, so don't hesitate to
contact us at admissions@digital4security.eu if you have any questions or
need assistance.

Apply Now

Kind regards,
Digital4Security

D3.1 Digital Learning Platform and Teaching Tools v1
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Hosting
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Autoscaling Group 1

.
- Min 2 Standby YMs
‘ HTTP [HTTPS /‘.\ HTTP _ GRON inactive

Load
: Balancing
+
N SSL Termination @
Autoscaling Group -
Ubuntu VM
2vCPU .
4GB RAM .
64GB 55D
Ubuniu VM
Notaark Mount Primary Web Server +
q CRON
Primary Web Server T
4vCPU
8GB RAM Uburv VM
64GB SSD
EFS Drive
200GB

‘Autoscaling Group 2
Big Blue Button
1 Standby VM

MYSQL

‘_1:_ 4vCPU

MySQL Database

16GE RAM
200GB
Multi A-Z

I &S

The hosting topology diagram above outlines the basic elements of the proposed hosting
platform. It consists of the following basic components:

® Primary Web Server with API integration CRON and webhook listeners

a. Static VM, not part of any auto-scaling group, Host the project public website and
LMS

D3.1 Digital Learning Platform and Teaching Tools v1 | Matrix Internet
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b. Trigger cron jobs for integration with Full Fabric
c. Accept Webhooks from Full Fabric

Secondary auto-scaling server tier

Load Balancer with SSL termination

MySQL database

Elastic File System for static assets

Single sign-on (SS0O) instance to facilitate user accounts and SSO
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Technical Support

There are a number of partners offering technical support as it is a large platform with many
integrated parts. Full Fabric will be offering support to the consortium for their entire system.

Our Hosting Partner will be offering full support for the hosting platform, servers and databases
for Moodle.

Moodle support will be offered by the platform developers Matrix Internet.
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GDPR

Currently it is an independent install of Moodle hosted on development cloud servers hosted
within the EU. The production version will also be hosted on servers within the EU. All data and
backups will be stored within the EU.

Our nominated DPO is Costin Carabas.

Sample GDPR Compliance Disclaimer (to be updated)

We are committed to protecting your privacy and ensuring compliance with the General Data
Protection Regulation (GDPR). Our learning platform takes data security and privacy seriously.
This GDPR Compliance Disclaimer outlines how we collect, use, and protect your personal
information.

1. Data Collection: We collect only the data necessary to provide you with access to our
platform, courses, and resources. This includes but is not limited to, your name, email address,
and account information. All data is processed lawfully and transparently.

2. Data Usage: Your data is used strictly to enhance your learning experience, manage course
progress, and provide support. We do not sell or share your information with third parties,
except for the purposes of improving our services, in which case we ensure they are GDPR
compliant.

3. Data Protection: We implement industry-standard security measures to safeguard your
personal data from unauthorized access, alteration, or disclosure. Access to your data is
restricted to authorized personnel only.
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4. User Rights: Under GDPR, you have the right to access, rectify, or erase your data, as well as
the right to restrict or object to our processing of your data. You may also request a copy of your
data in a portable format. To exercise these rights, please contact us at
[support@digitaldsecurity.eul.

5. Cookies and Tracking: Our platform may use cookies to personalize content, track
performance, and enhance user experience. You have the option to manage cookie preferences
upon visiting the site.

6. Data Retention: We retain your data only as long as necessary to fulfill the purposes outlined
in this disclaimer or as required by law. Upon account termination, your data will be deleted in
accordance with our data retention policy, unless a longer retention period is required or
permitted by law.

Updates: We may update this disclaimer periodically to reflect changes in our practices or
applicable laws. We encourage you to review this disclaimer regularly.

For more information on how we handle your personal data, please refer to our Privacy Policy. If
you have any questions about this GDPR Compliance Disclaimer, please contact our Data
Protection Officer at [dpo@digitaldsecurity.eu].

By using our platform, you acknowledge that you have read and understood this GDPR
Compliance Disclaimer.
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Legal Disclaimer

The European Commission’s support to produce this publication does not constitute an
endorsement of the contents, which reflect the views only of the authors, and the Commission
cannot be held responsible for any use which may be made of the information contained therein.

Project 101123430 — Digital4Security — DIGITAL-2022-SKILLS-03

Copyright © 2023 by Digital4Security Consortium
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