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Digital4Security: Workshop on
Cybersecurity Education and Law

Date: October 17th, 2025

Venue: Brno University of Technology, Technicka 12, 616 00, Brno, Czech Republic

Language: Czech

Organizers: Brno University of Technology (BUT), Masaryk University (MUNI), National Cyber
and Information Security Agency (NUKIB)

Agenda

Digital4Security: Workshop on Cybersecurity Education and Law
08:30 - 9:00 30 min Registration
Arrival and registration of participants.

09:00 - 9:15 15 min Opening Remarks & Introduction
Workshop agenda, introduction to the Digital4Security project and
focus of the workshop.

Speaker: Petr Dzurenda (BUT)

Section | (09:15 — 12:00) - Cybersecurity Education

09:15 - 9:45 30 min Needs and Trends in Cybersecurity Education

Current cybersecurity skills gaps in the EU. The role of ECSF, Industrial
Academia Network, and Cybersecurity Skills Academy. Current state
of cybersecurity education in the Czech Republic.

Speaker: Petr Dzurenda (BUT)

09:45 - 10:15 30 min Cybersecurity Teaching Methods and Tools

Cybersecurity education methods for students (board games,
simulations, polling and Q&A tools, visual collaborative platforms,
game-based learning platforms, and formative assessment tools.

Speaker: Lisa Moravek (BUT)

10:15 - 11:45 1h 30 BUTCA Cyber Range Platform

min Introduction to the BUTCA platform and its components. BUTCA
applications at different levels of education and in the industry.
Lessons learned, future directions, and practical hands-on exercises.

Speaker: Willi Lazarov (BUT)
11:45 - 12:00 15 min Closing of Section 1 and Discussion

12:00 -> 13:00 1h Lunch and Registration
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Section Il (13:00 — 15:30) - Cybersecurity Law
13:00 - 13:45 45 min Cybersecurity Regulations in EU
NIS2 Directive, Cyber Resiliance Act & beyond.

Speaker: Pavel Loutocky (MUNI)

13:45 - 14:30 45 min Compliance in Cybersecurity

How organizations can integrate EU cybersecurity regulations, such
as NIS2, the Cybersecurity Act, and the Cyber Resilience Act, into daily
practices.

Speaker: Vaclav Stupka (MUNI)

14:30 - 15:15 45 min New Czech Act on Cybersecurity

Introduction of aspects of the new legislation and their specifics
within the Czech Republic, identification of key areas of regulation
and its impact.

Speaker: Martin Svéda (NUKIB)
15:15 - 15:30 15 min Closing of Section 2 and Discussion
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