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1. Welcome to the Joint Master’s Degree

Programme in Cybersecurity Management

and Data Sovereignty (60 ECTS, Online)

We are delighted to welcome you to the Joint Master’s Degree Programme in Cy-
bersecurity Management and Data Sovereignty, a European postgraduate degree
offering innovative and flexible learning pathways for the next generation of cy-
bersecurity leaders.

The curriculum combines essential technical capabilities with a strong emphasis
on strategic management, regulatory compliance, and organisational resilience.
The programme equips you with the interdisciplinary skills required to lead secure
digital transformation across sectors. You will engage with a wide range of topics
across three content pillars:
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« Management, Governance and Compliance
e Organisational and Industry Resilience
e Cybersecurity Operations and Technologies

Designed with a European labour market focus, the programmme provides you with
the advanced digital and managerial skills that are highly sought after in today’s
fast-evolving digital economy, particularly among Small and Medium-sized Enter-
prises (SMEs) and public sector organisations. These skills are essential for ena-
bling secure digital transformation, navigating complex regulatory environments,
and strengthening cyber resilience across sectors.

The programme is offered as a 60 ECTS, fully online degree, jointly awarded by:

e German University of Digital Science (Coordinating Institution, UDS,
Germany).

e Munster Technological University (MTU, Ireland).

e Universidad Internacional de La Rioja (UNIR, Spain).

This collaborative programme was developed under the EU co-funded

project, directly addressing the growing need for cybersecurity profession-
als who can lead, manage, and implement secure digital strategies across Eu-
rope’s private, public, and non-profit sectors.

We are excited to have you on board and look forward to supporting you through-
out your studies. We hope you find the programme engaging and deeply rewarding.

Welcome to your Digital4Security journey!
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1.1 About This Handbook

This handbook is designed as a companion to support you throughout your aca-

demic journey. It provides guidance and key contacts to help you navigate your

studies. Here, you will find essential information, allowing you to:

Discover the partners in the Digital4Security project and how each of them
may offer valuable opportunities for you.

Explore the curriculum, different study tracks, and the academic calendar.
Learn how to apply, enrol, and get started smoothly.

Navigate assessments, exams, and academic integrity with confidence.
Understand how the programme is governed and what legal frameworks
apply.

Get involved through student representation and community-building initi-
atives.

Access a wide range of student services designed to support your growth
and success.

See how quality is assured, and your feedback makes a difference.
Become familiar with the digital learning environment.

Find practical tips for managing your studies.

Prepare for graduation and celebrate it.

Know whom to contact when you need help or advice.

While this handbook offers an overview, you may also wish to explore the following

additional resources. An overview of where to find what is included at the back of

this document.

The Module Handbook provides a detailed introduction to each module, in-
cluding the content, workload, and assessments.

The Study and Examination Regulations contain key information on the ap-
plication process, assessment and grading procedures, course progression,
academic conduct, as well as complaints and appeals.
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e The Internal Quality Handbook explains how the programme maintains high
academic standards. It outlines the programme’s overarching goals, feed-
back processes, as well as the mechanisms in place to support student
satisfaction and success.

e The Teaching Staff CVs offer an overview of the individuals involved in de-
livering the programme, their academic backgrounds, research interests,
and the courses they teach.

e The Welcome Module on the Learning Platform helps you to get started
smoothly with the programme. It includes videos on platform navigation,
tips for online study, guidance on how to reference Al-generated content,
and more. Section 15 below offers further detail.

We invite you to make use of those resources as needed, reaching out to our
support team via if you have any questions or
suggestions.

You are not only joining a degree programme, but becoming part of a vibrant,
international community of learning, research, and professional practice. We are
committed to supporting your growth, leadership, and success. We also warmly
invite you to actively contribute in shaping a culture of collaboration, curiosity,
and mutual support, united by the shared goal of advancing cybersecurity and
digital resilience.
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1.2 Meet the Programme Leaders

| am excited to welcome you to the Digi-
tal4Security Online Master’s programme.
As the head of the EU-funded Digital4Se-
curity project, my vision is to empower
you with both cutting-edge academic
knowledge and practical industry certifi-
cation. Through this programme, you will
develop the leadership and technical
skills needed to protect Europe’s organi-

sations, especially SMEs, from ever- prof. Dr. Ciprian Dobre, Vice Rector,
evolving cyber threats. Together, we will Head of the Digital4Security EU project,
build a more resilient, secure digital fu-
ture. Welcome aboard!

University Politehnica of Bucharest
(UPB)

Welcome! This fully online Master’s is designed
not only to build your expertise, but also to
create a collaborative culture where you can
form lasting connections with peers and insti-
tutions for years to come. Many of you may be
preparing for leadership roles, and the pro-
gramme itself aims to model inclusive leader-
ship: valuing diverse skills, encouraging curios-
ity, and fostering teamwork that sparks both
personal growth and joint opportunities. You
are not here as a passive learner. You are in-
vited to take initiative, share ideas, and even
help shape the programme itself. Together, we

Prof. Dr. Julia von Thienen, can drive innovation in real-world cybersecu-
Programme Director, German rity practice.

University of Digital Science
(Master’s Programme Coordi-
nating Institution, UDS)
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Welcome - I’'m delighted you’ve joined us. This
programme sits at the intersection of business re-
silience and cybersecurity, where awareness meets
real-world decision-making. While many cyberse-
curity programmes deliver technical proficiency,
this master’s also cultivates your legal, regulatory,
and compliance skills, enabling you to navigate
confidently from rules and risk to effective board-
level actions. You’ll learn not just what needs to be
done, but how to implement it in organisations,
designing for real impact and safety. Make the
most of projects, partnerships, and peer networks
— bring your questions, ideas, and challenges into
the classroom. We look forward to seeing what you dYacdueline Kehoe,

build and how you help shape safer, more resilient Programme Director,
organisations. Munster Technological

University (MTU)

\e"\.

Welcome, I’'m excited to have you with us! This
programme offers a fascinating blend of per-
spectives on cybersecurity. While the curricu-
lum emphasizes management outlooks, a
strong grasp of technical concepts is likewise
important for making informed decisions, and
leading with confidence in today’s complex cy-
bersecurity landscape. A unique benefit of this
programme is its flexibility: you can shape your
own pathway, choosing whether to cover the
technical dimensions broadly, or take dedi-
cated modules to explore topics in greater
Prof. Dr. Fidel Paniagua Diez, depth. In addition, the programme provides
Programme Director, Univer- ample applied opportunities where you can
sidad Internacional de La bring your skills to bear in real-world contexts,
Rioja (UNIR) making a difference when it matters.

Student Handbook | 60 ECTS Online Master’s | Cybersecurity Management and Data Sovereignty
14



4Security

Shaping Europe’s cyber future

1.3 Who This Programme Is Designed For

The Joint Master’s Degree in Cybersecu-

) rity Management and Data Sovereignty is
nﬁ . . . .

designed for ambitious professionals

k« who want to deepen their expertise and

:;Et b take the next step in their cybersecurity

careers, without putting their lives on

hold.

Whether you are already working in IT,
law, compliance, risk management, or
business leadership, or seeking to tran-

sition into cybersecurity from a related
field, this programme offers a flexible,
high-impact Llearning path tailored to
your professional goals.

1.3.1 Who Typically Joins This Programme?

Based on industry needs and student feedback, our programme is ideally suited
for:

o Business leaders and entrepreneurs who want to safeguard their organisa-
tions against cyber threats and ensure GDPR compliance,

« IT professionals and engineers aiming to move into strategic leadership
roles like Chief Information Security Officer (CISO) or cybersecurity man-
ager,

« Compliance or risk management experts looking to gain technical founda-
tions in cybersecurity, bridging the gap between policy and protection,

e Career changers from adjacent fields seeking to upskill in a fast-growing
sector,
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e Mid-career professionals balancing work, family, and education - looking

for flexibility, relevance, and real career benefits.

What is Cybersecurity? What is Data Sovereignty?

Cybersecurity refers to the protection
of digital systems, networks, and data
from unauthorised access, disruption,
or damage. In this programme, you will
explore cybersecurity not only as a
technical challenge, but also as a stra-
tegic responsibility — essential for en-
suring business continuity, regulatory

Data sovereignty concerns the control
over data according to the laws and
governance frameworks of the country
or region where the data is stored or

processed. This programme ap-
proaches data sovereignty as a key
leadership issue, connecting legal,

ethical, and technical perspectives to

compliance, and trust in digital opera- help organisations navigate global

tions. compliance and safeguard digital au-

tonomy.

Whatever your path, if you are seeking advanced digital skills with a management
focus in the fields of cybersecurity or data sovereignty, this programme is for you.

1.3.2 Programme Design That Fits Your Life

The structure of this Master's programme has been carefully designed to support
real-life learners: professionals who may balance work, family, and education, or
who are transitioning into new roles and responsibilities. Key programme features
include:

e Fully online delivery, accessible from anywhere.

e Modular, “bite-sized” learning that supports flexible pacing.

e Both part-time and full-time study options to fit your lifestyle.

e Career pathways linked to professional roles (e.g. Chief Information Secu-
rity Officer, Cyber Risk Manager, Cybersecurity Auditor).
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e Industry-aligned curriculum, developed in close cooperation with employ-
ers and grounded in real-world cybersecurity scenarios.

You may select modules aligned with your intended career path or combine them
to create your own unique learning journey. Your professional focus and pathway
will be documented in your Diploma Supplement, while the final award will be a
Master of Science, jointly conferred by UDS (Germany), MTU (Ireland), and UNIR
(Spain). The programme is currently undergoing EU-accreditation by the prestig-
ious agency ASIIN (see Section 11.4).

We understand that plans can change. If your priorities shift during your studies,
you may exit the programme after earning 30 or more ECTS and receive a Post-
graduate Certificate. Should you later decide to continue, you can re-enrol and
pick up where you left off. Modules you have already completed are normally
recognised straight away, so you can carry on seamlessly towards finishing your
degree. More information is available in Section 5.6.

1.3.3 Industry Certification

In addition to your academic Master of Science degree, you will have the oppor-
tunity to earn industry-recognised certifications, demonstrating your readiness
for specific professional roles in SMEs or public sector organisations.

Modules include recommendations for relevant certification options. If you choose
to pursue certification, you will gain access to targeted self-study materials, mock
exams, and exam preparation tools. These certifications are aligned with the Eu-
ropean Cybersecurity Skills Framework (ECSF) and will enhance your visibility and
employability in today’s competitive digital job market.

You may complete industry certifications aligned with modules completed, while
in some cases, recommended certifications can be undertaken before the start of
the Master’s to provide a solid grounding in key subject areas. As a student of the
programme, you will also benefit from special rates on selected certifications.
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1.3.4 Alternative Study Options

If you are considering a future academic career, such as pursuing a PhD, or if you
are seeking more extensive training beyond a 60 ECTS programme, you may be
interested in the sister programme of this online Master’s degree: a 120 ECTS
hybrid Master’s in Cybersecurity Management and Data Sovereignty, coordinated
by the National University of Science and Technology POLITEHNICA Bucharest',
also developed within the framework of the project.

Both programmes are closely interconnected. If you complete the 60 ECTS online
Master’s degree, you may later choose to enrol in the 120 ECTS programme, with
all your previous academic achievements fully recognised. This pathway may be
particularly relevant if you wish to earn additional ECTS credits required for entry
into certain PhD programmes or other advanced academic pursuits.

L https://upb.ro/
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2. Digital4Security

The 60 ECTS Online Master’s in Cybersecurity Management and Data Sovereignty
is part of a broader educational initiative developed through the EU co-funded
Digital4Security (D4S) project. This initiative brings together leading European
universities, research centres, and industry partners to address the growing de-
mand for highly skilled cybersecurity professionals across Europe, especially in
Small and Medium-sized Enterprises (SMEs) and public institutions.

The 60 ECTS Online Master’s Programme was created in close collaboration with
over 30 partners across Europe, as listed in Table 1.

Table 1: The Digital4Security Network — Higher Education Institutions (HEIs) and Associate Part-
ners (Listed Alphabetically)

Partner Abbreviation Country
. ADE TRAIN- A i
1 Adecco Formazione SRL cco Italy ssociate
ING partner
A ltalia Holdi ip o _ A -
5 .df-zcco talia Holding di Partecipazione e Ser ADECCO GROUP Italy ssociate
vizi SPA partner
) Associate
3 Adecco Italia ADECCO ITALIA Italy
partner
. Associate
4 Ataya & Partners ATAYA Belgium
partner
BAN ANTAN- . A i
5 Banco Santander SA cos Spain ssociate
DER partner
6 Brno University of Technology BRNO gzzzz Re- HEI partner
Cefriel Societa Consortile a Responsabilita Li- Associate
7 . s s . EFRIEL |
mitata Societa Benefit ¢ taly partner
8 CMIP (Polski Klaster Cyberbezpieczenstwa CMIP poland Associate
CyberMadelnPoland Sp. z 0. 0.) partner
Associate
9 Contrader SRL CONTRADER Italy
partner
10 CY Cergy Paris Université CcY France HEI partner
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Partner Abbreviation Country
11 Cyber Ranges Ltd CYBER RANGES Cyprus Associate
partner
12 DigitalEurope AISBL DIGITALEUROPE  Belgium Associate
partner
. . - A i
13 Digital Technology Skills Limited DTSL Ireland ssociate
partner
. . . A i
14 European Digital SME Alliance DIGITAL SME Belgium ssociate
partner
Fraunhofer Gesellschaft zur Férderung Associate
1 FH
5 der Angewandten Forschung EV G Germany partner
16 German University of Digital Science ubs Germany HEI partner
17 Independent Pictures Limited INDIEPICS Ireland Associate
partner
18 IT@Cork Association Limited LBG IT@CORK Ireland Associate
partner
. . L A i
19 Matrix Internet Applications Limited MATRIX Ireland ssociate
partner
20 Munster Technological University MTU Ireland HEI partner
21 Mykolo Romerio Universitetas MRU Lithuania HEI partner
22 National College of Ireland NCI Ireland HEI partner
23 Nagkowa i Akademicka Sie¢ Komputerowa - NASK poland Associate
Panstwowy Instytut Badawczy partner
Associate
24 Pearson Benelux PEARSON B. Netherlands
partner
25 Politecnico di Milano POLIMI Italy HEI partner
26 Profil Klett d.o.o. PROFIL KLETT Croatia Associate
partner
Associate
27 Red Open S.R.L. RED OPEN S.R.L. Italy
partner
. . Associate
28 Schuman Associates SCRL SA Belgium
partner
. - . Associate
29 ServiceNow Ireland Limited ServiceNow Ireland
partner
30 Skillnet Ireland Company Limited By Guaran- SKILLNET ireland Associate
tee partner
. - Associate
31 Terawe Technologies Limited TERAWE Ireland
partner
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Partner Abbreviation Country
32 Universidad Internacional de La Rioja UNIR Spain HEI partner
33 Universita degli Studi di Brescia UNIBS Italy HEI partner
34 U‘mver?ltate.a Nationala (.je Stiinta si Tehnolo- UPB Romania M e
gie Politehnica Bucuresti
35 Universitat Koblenz UNI KO Germany HEI partner
36 University of Rijeka UNIRI Croatia HEI partner
37 Vytautas Magnus University VMU Lithuania HEI partner

2.1 A European Response to Cybersecurity Needs

The Digital4Security project is part of the DIGITAL Europe Programme and is de-
signed to develop innovative, effective, and sustainable education at master’s
level. It combines managerial, regulatory and technical content to prepare stu-
dents for leadership roles in cybersecurity. The curriculum is tailored to meet real-
world needs and was developed with direct input from employers, ensuring its
relevance in today’s rapidly evolving digital landscape.

Graduates of Digital4Security study programmes will be equipped to:

e Lead cybersecurity initiatives within organisations.

e Assess and respond to emerging cyber threats.

e Ensure compliance with European data protection and cybersecurity laws.
e Implement strategic and resilient digital infrastructures.

2.2 Flexible Study Options for Diverse Learners

The 60 ECTS Online Master’s Programme was specifically designed for mid-career
professionals, career changers, and working learners who require a flexible, mod-
ular, and practice-oriented academic experience. This programme allows you to
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balance professional, personal, and academic responsibilities while advancing your
career in cybersecurity management and data sovereignty.

For those seeking more extensive academic training, or planning to pursue a PhD,
the 120 ECTS Hybrid Master’s Programme, coordinated by the National University
of Science and Technology POLITEHNICA Bucharest, offers a longer study format
with a combination of online and on-campus components.

A comparison between the two Digital4Security Master’s programmes is offered
in Table 2.

Table 2: Comparison of the 60 ECTS Online Master’s and the 120 ECTS Hybrid Master’s
Programmes Developed under the Digital4Security Initiative (italics indicate differ-
ences)

Aspect 60 ECTS Online Programme 120 ECTS Hybrid Programme
Target Audience M/d‘-career profeSSIonals: WI.1.'/’1 mana- |Graduates or early-career profession-
gerial experience or aspirations als
Entry Bachelor’s degree (in any field); Bachelor’s degree (in any field);
Requirements English proficiency (min. B2) English proficiency (min. B2)

Hybrid (combining online and on-

Delivery Mode Fully online campus learning)

Priorities Flexibility for working professionals; In-depth content; PhD preparation;

concise education integrating local culture
Duration 1 year 2 years
(Full-Time) Y 4
ECTS Credits 60 120
European
Qualifications EQF Level 7 (Master’s) EQF Level 7 (Master’s)
Framework
Degree Awarded [Master of Science (MSc) Master of Science (MSc)

While the 60 ECTS Online and 120 ECTS Hybrid Master’s programmes differ in
format and scope, they are both part of the same coordinated initiative and offer
several shared benefits, including:
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e Access to the Digital4Security learning platform for enrolment, course
participation, and educational resources.

e Participation in joint events, including guest lectures, weekend seminars,
and networking opportunities.

e Collaboration with a European Industry Advisory Board, ensuring ongoing
alignment with labour market needs and professional expectations. You
can find a list of the partners involved in the Industry Advisory Board
Manual, with access guidance provided by the end of this document.

These shared elements foster a strong sense of community across programmes
and ensure that all learners benefit from a common European foundation of cy-
bersecurity excellence.

2.3 Beyond the Degree: Skills That Matter

Participants in the Digital4Security study programmes benefit from a strong con-
nection between academic learning and professional application. The Digital4Se-
curity study programmes offer:

e« Mentoring by faculty and industry experts.

e« Hands-on, project-based learning.

e Preparation for industry certifications.

e Access to real-world tools, platforms, and scenarios used in cybersecurity
practice.

This educational approach helps to ensure that students graduate with more than
an academic degree. You gain practical skills, recognised credentials, and access
to a network of European cybersecurity professionals.
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2.4 The Degree-Awarding Universities: Three Homes Across Europe

The 60 ECTS Online Master’s Programme in Cybersecurity Management and Data
Sovereignty is jointly awarded by three universities:

e German University of Digital Science (UDS, Germany).
e Munster Technological University (MTU, Ireland).
e Universidad Internacional de La Rioja (UNIR, Spain).

Throughout your studies, you will primarily use the Digital4Security learning plat-
form (described in Section 14), which provides a unified virtual space for your
entire learning experience. Behind this digital environment stand three real-world
institutions: UDS, MTU, and UNIR. They serve as your academic homes, contrib-
uting to teaching, supervision, and academic support. In this way, you will have
three base stations across Europe, in Germany, Ireland, and Spain.

In addition to these three core institutions, the wider Digital4Security network
includes many other partner organisations. As part of your learning experience,
you may engage with them through individual modules, weekend workshops, or
networking events. All of them can be attended virtually, but you may also choose
to participate in one or the other on-site.

The opportunities for visiting your three home universities vary. While UDS and
UNIR are both fully online institutions, delivering all regular classes remotely, UDS
also offers Career Weeks (Section 17.3): optional short-term stays in Potsdam,
Germany, where students can attend workshops at the university headquarters
and complete brief internships with local companies. MTU even operates a large
physical campus. If you enjoy walking the physical campus of a home university,
MTU may be a great place to visit. UNIR, meanwhile, offers special on-site events
such as graduation ceremonies, giving students the chance to celebrate the com-
pletion of their online studies in a festive and shared live experience (see Section
16.2).
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The (UDS)
headquartered in Potsdam, Germany, is a for-
ward-looking higher education institution com-
mitted to driving responsible digital transfor-
mation. As a fully online university, UDS makes
state-of-the-art German higher education glob-
ally accessible through flexible, remote delivery.
All academic programmes are taught in English
and focus on high-demand digital fields, such as
cybersecurity, artificial intelligence, and emerg-
ing digital technologies. UDS’s innovative edu-
cational model integrates academic excellence
with practical, hands-on learning. It fosters a
dynamic online learning community through im-
mersive virtual labs, design thinking projects,
and an interactive 3D virtual campus. This ap-
proach ensures a rich and engaging educational
experience, purpose-built for the needs of a
digitally connected and rapidly evolving world.

(MTU), located
in Ireland, is a self-awarding university known for
its strong emphasis on applied research and in-
dustry collaboration. MTU offers a range of pro-
grams in cybersecurity, including a full-time MSc
in Cybersecurity and a part-time, fully online MSc
in Cybersecurity Management. These programs
are designed to equip students with both tech-
nical and managerial skills, preparing them for
leadership roles in the cybersecurity sector. MTU
promotes flexible learning and real-world integra-
tion across its curriculum. With campuses across
the south of Ireland and a dynamic research eco-
system, MTU plays a leading role in innovation and
skills development in the region and beyond, par-
ticularly in areas such as cybersecurity, digital
transformation, and enterprise resilience.
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The

(UNIR), headquartered in Logrofio, Spain, is a
leading online university specializing in dis-
tance education. With a student body ex-
ceeding 90,000 across more than 80 coun-
tries, UNIR offers a wide array of programs,
including specialized courses in cybersecu-
rity. The university's Research Institute for
Innovation & Technology in Education (UNIR
iTED) holds a UNESCO Chair on elLearning
and is actively involved in numerous R&D
projects focused on educational technology.
UNIR offers extensive expertise in online
teaching and is committed to integrating
practical, real-world experiences into its pro-
grams. The university offers Bachelor’s,
Master’s, and Doctoral programmes
across a wide range of disciplines, and
maintains a strong IT department, includ-
ing education in cybersecurity and re-
lated fields.

Figure 1 provides you with a brief overview of where your academic homes are
located across Europe.

While the study programme is delivered entirely online, you will be affiliated with
UDS (headquartered in the Berlin-Potsdam area, Germany), MTU (headquartered
in Cork, Ireland), and UNIR (headquartered in Logrofio, Spain). You are never re-
quired to attend any event or procedure on site, but these locations may well be
worth a visit.
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Figure 1: Your Academic Home Universities Across Europe.

Berlin-Potsdam,
Germany (UDS)

Logrofio, Spain (UNIR) \ . e gl B ) .

2.5 Partners Across the Digital4Security Network:

Mentors and More

The Digital4Security network spans institutions and organisations across Europe,
bringing together a diverse community of universities, research centres, SMEs, and
leading industry players (see Figure 2). This strong international foundation is one
of the programme’s greatest assets — giving you access to a wide array of exper-
tise, experiences, and opportunities beyond your home universities.
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Figure 2: The Digital4Security Network Connects You to Higher Education Institutions
and Industry Partners Across Europe.
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Partner organisations contribute in many ways to enrich your learning experience
and support your professional development. Their involvement goes far beyond
academic instruction. In addition to helping deliver modules, partners may offer
guest lectures, hands-on workshops, cyber challenges and simulations, hacka-
thons, webinars, and networking events. Some also organise bootcamps, intern-
ships, and job placement opportunities, helping you build both skills and connec-
tions within the European cybersecurity landscape.

Many partners are actively involved in student mentoring and feedback, offering
guidance that draws from both academic insight and practical experience. Others
contribute behind the scenes - supporting the master’s programme through out-
reach, communications, platform development, layout and design, technical sup-
port, or financial coordination.

Finally, partner institutions play a key role in quality assurance, helping to ensure
that the programme remains relevant and responsive to the evolving cybersecurity
needs of European industries and public sector organisations.

In short, the Digital4Security partner network is here not only to support your
studies, but to serve as a rich, real-world ecosystem of mentors, collaborators,
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and professional contacts, ready to accompany you on your journey into cyberse-
curity leadership.

Below you find a brief overview of the institutions involved. Get ready to explore
this incredible network of partner institutions: some of the most exciting desti-
nations for virtual exchange, online collaboration, and real-world impact in cyber-
security and digital leadership.

2.5.1 Academic Partners (Higher Education Institutions)

Brno University of Technology (Czech Republic)

Explore one of Central Europe’s top technical universities, offering hands-on cy-
bersecurity labs, digital forensics training, and real-world CTF competitions. A
great choice for students who want to learn by doing, even remotely.

CY Cergy Paris Université (France)

At the outskirts of Paris, CY offers a strong interdisciplinary profile and interna-
tional flair. Expect inspiring online courses, rich research networks, and an ideal
launchpad for European virtual mobility.

German University of Digital Science (Germany)

A fully digital, next-gen university focused on Al, digital transformation, and ap-
plied tech. If you are a remote learner interested in driving innovation and ex-
ploring new perspectives in cybersecurity, data science, and digital leadership,
UDS is built for you.

Munster Technological University (Ireland)

Based in vibrant Cork, MTU offers a great mix of real-world projects and remote
learning. Their digital innovation labs and strong industry links make them a fan-
tastic base for tech and business-savvy students.

Mykolo Romerio University (Lithuania)
MRU leads in law, public governance, and now digital security. With flexible
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online modules and a strong European network, it is a brilliant pick for those in-
terested in legal and economical sides of cybersecurity.

National College of Ireland (Ireland)

NCI combines tech, business, and leadership in the heart of Dublin’s tech dis-
trict. Their modern e-learning approach and career-focused courses make it a
great fit for future cybersecurity leaders.

Politecnico di Milano (Italy)

One of Europe’s most prestigious tech universities. Their “Cyber Risk Strategy &
Governance” program (co-run with Bocconi) is world-class. Expect high-level
content, global networking, and strong online options.

Universidad Internacional de La Rioja — UNIR (Spain)

Spain’s leading online university, with top-tier digital platforms, flexible sched-
ules, and strong academic support. Perfect for students looking to specialize in
cybersecurity fully online.

Universita degli Studi di Brescia (Italy)

UNIBS blends technical excellence with strong social values and legal expertise.
Their research in smart technologies, online education, and law make them an
attractive stop on your virtual mobility journey.

National University of Science and Technology POLITEHNICA Bucharest
(Romania)

The project coordinator and a powerhouse in technical education. UPB offers
cutting-edge expertise in cybersecurity, smart cities, and online engineering edu-
cation. A great anchor for ambitious students.

Universitat Koblenz (Germany)

A specialist in informatics, data science, and digital transformation. UNI KO is an
excellent choice for students looking to dive into applied digital research
through hybrid and online study formats.
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University of Rijeka (Croatia)

A coastal gem combining Mediterranean charm with digital innovation. Rijeka is
all about multidisciplinary learning and active student participation, online or on-
site.

Vytautas Magnus University (Lithuania)

A progressive university rooted in liberal arts values and open science. VMU pro-
motes international cooperation and modern online teaching formats, ideal for
cross-cultural digital learners.

2.5.2 Associate Partners

Adecco (Italy)
A global employment leader focused on future skills. Connect to virtual or on-
site cybersecurity bootcamps and remote talent programs.

Ataya & Partners (Belgium)

Experts in digital strategy, public-private partnerships, and cross-border collab-
oration. Great if you are curious about cybersecurity policy and innovation eco-
systems.

Banco Santander (Spain)
More than just a bank - Santander supports education through scholarships, vir-
tual internships, and global student opportunities in fintech and security.

Cefriel (Italy)
A Milan-based hub linking research and industry. Join digital co-innovation labs
and virtual hackathons with real-world impact.

CMIP - CyberMadelnPoland (Poland)
This national cluster connects companies and universities in cybersecurity. Per-
fect for virtual networking with Europe’s cyber innovation scene.
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Contrader (Italy)
An IT services company working on next-gen tech, including Al, digital identity,
and smart mobility - great for student collaborations and online R&D.

Cyber Ranges Ltd (Cyprus)
Creators of next-level cyber training environments. Their cloud-based platforms
let you simulate attacks, defense, and incident response: all online.

DIGITALEUROPE (Belgium)

The voice of Europe’s tech industry. They promote digital skills, gender equality,
and policy innovation. Watch for exciting online events and student challenges.
Digital Technology Skills Ltd (Ireland)

Helping people thrive in the digital workplace with micro-credentials, certifica-
tions, and tailored cybersecurity training.

Digital SME Alliance (Belgium)

The largest network of digital SMEs in Europe. They advocate for small tech
companies and provide opportunities for students to engage with the real digital
economy.

Fraunhofer-Gesellschaft (Germany)
Europe’s top applied research organization. With a focus on security, Al, and fu-
ture tech, they offer world-class digital learning and virtual labs.

Independent Pictures (Ireland)
Digital media experts who bring storytelling into learning. Great for students in-
terested in educational videos, campaigns, or documentary-style content.

IT@Cork (Ireland)
An energetic tech community hosting online workshops, innovation days, and
meetups - ideal for virtual networking with Irish industry leaders.
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Matrix Internet (Ireland)
A creative digital agency offering insights into web development, UX, and digital
transformation - experienced collaborators in EU-funded learning projects.

NASK (Poland)
A national research institute that powers Poland’s internet and cybersecurity in-
frastructure. Great for students interested in national cyber defense and policy.

Pearson Benelux (Netherlands)
A major player in digital education, offering online learning content and assess-
ment tools used worldwide.

Profil Klett (Croatia)
An innovative educational publisher creating digital content and teacher tools -
helping to build foundational digital skills from the ground up.

Red Open (Italy)
Experts in open innovation and digital culture. Join their virtual labs and design
sprints that bring people, ideas, and solutions together.

Schuman Associates (Belgium)
EU funding and policy specialists. They support online training in strategic com-
munication, funding access, compliance and digital policy.

ServiceNow (Ireland)
The workflow engine behind many of the world’s biggest companies. Learn how
to automate, secure, and improve digital services, online and on demand.

Skillnet (Ireland)
A national agency committed to fostering innovative workforce development.
Empowers students to meet the ever-evolving needs of industry and society.
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Terawe Technologies (Ireland)
Specialists in Al, cloud, and immersive tech. Their platforms support hands-on
learning in virtual environments - great for future-ready students.

Student Handbook | 60 ECTS Online Master’s | Cybersecurity Management and Data Sovereignty
34



4Security

Shaping Europe’s cyber future

3.Programme Overview

Ready to dive into your studies?
The following sections give you a concise overview of the degree programme.

You can also find a video introducing this content in the Welcome Modaule.

3.1 Title Awarded

This joint master’s programme leads to the internationally recognised degree:
Master of Science (MSc) in Cybersecurity Management and Data Sovereignty.

Upon successful completion, your degree will be jointly awarded by three Euro-
pean universities:

e German University of Digital Science (UDS), Germany.
¢ Munster Technological University (MTU), Ireland.
¢ Universidad Internacional de La Rioja (UNIR), Spain.

These three institutions collaboratively design, deliver, and oversee the pro-
gramme. Each of them also contributes one core mandatory module, ensuring you
benefit from the strengths and specialisations of all three. Furthermore, each
awarding university offers two professional pathways designed to support your
career goals with tailored guidance and preparation.
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3.2 Partner Institutions and Their Roles

This joint programme is part of the broader Digital4Security initiative, involving a
large network of universities and industry partners across Europe. While UDS,
MTU, and UNIR are the awarding institutions, you will encounter lecturers and
mentors from other academic partners as well.

The Digital4Security platform (Section 14) provides one unified learning environ-
ment, giving you access to resources, support, and virtual classrooms shared by
all participating institutions.

3.3 Study Options for Full-Time and Part-Time Learners

The programme comprises 60 ECTS credits, equivalent to approximately 1,500
hours of total student work. One ECTS credit corresponds to a workload of ap-
proximately 25 hours, including lecture participation, practical exercises, self-
study, and exam preparation.

The programme is designed with flexible delivery options to fit diverse lifestyles
and career stages:

e Full-time: Complete the degree in 1year (3 terms)
e Part-time accelerated: Complete in 1% years (4 terms)
e Part-time: Complete in 2 years (6 terms)

You may switch between tracks during the course of your studies, depending on
your evolving needs. This may entail fee changes as transparently explained on
the website.

Figures 3-5 provide a visual overview of the typical distribution of taught modules
and the final thesis across each of the three delivery tracks.
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Blue fields indicate taught modules (one cell = 5 ECTS), orange fields highlight the
typical thesis period, and white fields represent term breaks.

Figure 3: Full-Time Track (1 Year / 3 Terms / 20 ECTS per Term).

1%t Trimester 2" Trimester 3" Trimester

Thesis (15 ECTS)
|

20 ECTS 20 ECTS i 20 ECTS }

Figure 4: Part-Time Accelerated Track (12 Years / 4 Terms / 15 ECTS per Term).

18t Trimester 2™ Trimester 3™ Trimester

15 ECTS 15 ECTS 15 ECTS
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Student Handbook | 60 ECTS Online Master’s | Cybersecurity Management and Data Sovereignty
37



4Security

Shaping Europe’s cyber future

Figure 5: Part-Time Track (2 Years / 6 Terms / 10 ECTS per Term).

3" Trimester

2" Trimester

15t Trimester

10 ECTS 10 ECTS

10 ECTS

6™ Trimester

4* Trimester 5% Trimester

Thesis
Thesis

10 ECTS 10 ECTS

10 ECTS

3.4 Optional Fast-track Full-Time: 30 ECTS Per Term

While the standard study plan is based on completing 20 ECTS per term for full-
time students, corresponding to around 40 hours of weekly workload, the pro-
gramme offers flexibility for students who wish to fast-forward their studies. If
you are ready to dedicate more time, you may choose to take 30 ECTS per term,
completing all coursework in just two terms, that is 2 x 12 teaching weeks, plus

exam weeks.

Since mandatory modules are concentrated in the first two terms and thesis su-
pervision is available year-round, this structure allows you to take on your thesis
already in the second term and complete the programme ahead of schedule.

Please note, however, that this path requires a significant commitment: Students
should be prepared for a weekly study workload of approximately 60 hours. This
option may suit students who are highly motivated, who have only a short window
away from professional duties and thus aim to progress quickly through concen-
trated study, and who demonstrate strong time management skills.

Please also note that this is not an official study track, but it can be a private
decision to fast-forward your studies by concentrating all your efforts in a con-
densed time-period, in order to be extra-fast.
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If you are considering this route, we encourage you to discuss your plan in advance
with the Programme Coordinator responsible for your chosen professional profile.
They can help you assess feasibility and offer guidance on balancing your workload
effectively.

3.5 Language of Instruction

The entire programme is taught and assessed in English. To participate effectively,
a minimum English proficiency of is required. For more details on ac-
cepted language certificates, please see Section 5 on the admissions process.

3.6 Programme Structure

The programme comprises 60 ECTS, which are structured as follows:

15 ECTS - Mandatory taught modules (one from each awarding university)

e 15 ECTS - Electives aligned with your chosen professional profile (op-
tional)

e 15 ECTS - Freely chosen electives (including the option to stack micro-
credentials)

e 15 ECTS - Master’s thesis

Each taught module is worth 56 ECTS and may include various learning formats
such as video lectures, live seminars, teamwork, case studies, and project work.

The curriculum with its learning outcomes is described Section 4 below.
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3.7 Professional Profiles: Tailoring Your Learning Path

The Digital4Security Master’s Programme is designed to address the diverse needs
of students while staying closely aligned with the evolving demands of the Euro-
pean cybersecurity landscape. The curriculum draws on role profiles defined by
the European Union Agency for Cybersecurity ( ) to ensure that your studies
prepare you for real-world, high-demand roles in the field.

To support this, the programme offers a selection of specialised professional pro-
files, each curated by one of the three awarding universities, based on institutional
expertise. Each institution leads two profiles and provides associated guidance -
including academic supervision, suggestions for relevant industry certifications or
events.

While not every profile may be offered at all times (depending on overall student
numbers), once you select a profile during the admission process, dedicated sup-
port for that profile is guaranteed throughout your studies, for up to five years.

The following professional profiles are supported by the curriculum:

e Chief Information Security Officer (CISO) - curated by UDS

e Cyber Legal, Policy, and Compliance Officer — curated by MTU
e Cybersecurity Risk Manager — curated by MTU

e Cyber Threat Intelligence Specialist — curated by UNIR

e Cybersecurity Educator - curated by UDS

e Cybersecurity Auditor — curated by UNIR

You can find more information about each of these profiles in a systematic de-
scription of European Cybersecurity Skills Framekwork (ECSF) Role Profiles availa-
ble for
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Within the master’s programme, each profile is associated with 5 to 10 recom-
mended modules. Students who complete at least 15 ECTS from these recom-
mended modules will receive formal recognition of their profile preparation in
their Diploma Supplement.

Choosing a professional profile is optional. If you prefer, you can freely select all
30 of your elective ECTS without committing to a specific profile. However, we
strongly recommend that you align your module choices with your intended career
path by selecting a profile. Doing so gives you access to tailored preparation, ca-
reer guidance, and enhanced documentation of your specialisation, which can be
valuable assets for your future employers or academic pursuits.

3.7.1 How to Sign up for a Professional Pathway?

You can choose your Professional Pathway during the admission process, simply
by selecting the profile that best aligns with your career goals.

If you did not select a pathway at admission, you can sign up later by contacting
the Programme Coordinator of the university curating your preferred profile.

If your goals evolve during your studies, you are welcome to change your selected
Professional Pathway. To do so, please contact both Programme Coordinators -
of the profile you wish to leave and the one you would like to join — by sending a
single email addressed to both. This ensures a smooth handover and proper doc-
umentation of your updated study focus.

3.7.2 How Will Your Professional Pathway be Documented?

Your Diploma Supplement will officially emphasize one professional profile — the
one you were enrolled in at the time of completing your studies — provided you
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have earned at least 20 ECTS from its recommended modules, and have com-
pleted a profile-aligned thesis. This highlights your focus on a specific career goal,
for which you also received tailored support during the programme.

In addition, the Diploma Supplement will include a visual diagram, showing how
your completed modules align with all profiles supported by the programme. Each
profile will be marked to indicate the level of match in relation to the recom-
mended modules.

The diagram helps demonstrate how your learning supports different professional
roles, alongside a full list of all completed modules and percentage points earned,
giving future employers and institutions a clear overview of your strengths and
competencies. An example of how this looks in the Diploma Supplement is shown
in Figure 6.

Figure 6: Sample Recognition of Profile Preparation Based on Recommended Modules, for
a Student Who Chose the Cyber Legal Pathway.

0-5 ECTS from recommended modules
10 ECTS from recommended modules

15+ ECTS from recommended modules

Professional Profile Alignment
Chief Information Security Officer (CISO)

Cybersecurity Educator

Cyber Legal, Policy, and Compliance Officer
Cybersecurity Risk Manager

Cyber Threat Intelligence Specialist

Cybersecurity Auditor
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3.8 Joint Degree Award and Legal Recognition

Upon successful completion of the programme, you will be awarded a Joint Mas-
ter’s Degree, officially recognised under European regulations. This degree is
jointly conferred by the three awarding universities:

e« UDS - German University of Digital Science (Germany).
e MTU - Munster Technological University (Ireland).
e UNIR - Universidad Internacional de La Rioja (Spain).

Your joint diploma carries full legal recognition in Germany, Ireland, and Spain. It
is also recognised across the European Higher Education Area (EHEA) through
alignment with the European Qualifications Framework (EQF, Level 7: master’s)
and is widely accepted internationally.

3.8.1 Documents You Receive upon Graduation

You will receive two official documents upon graduation:

1. Joint Degree Certificate
This diploma confirms the completion of 60 ECTS credits and the award of
the academic title:
"Master of Science in Cybersecurity Management and Data Sovereignty."
It is jointly signed and certified by UDS, MTU, and UNIR.

2. Joint Diploma Supplement
The Diploma Supplement provides transparent and standardised docu-
mentation of your academic achievements, including:
o A full list of completed modules, ECTS credits earned, and percent-
age points (grades) achieved.
o Grade interpretation tables and explanations of the academic sys-
tems in Germany, Ireland, and Spain.
o A description of the programme structure and learning outcomes.
o Recognition of your selected professional profile, if applicable.
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o Documentation of your individual learning pathway, including your
thesis topic.

o Official extracurricular engagement, such as service as a student
representative.

Both documents are issued in English and fully comply with standards set by the
European Commission, Council of Europe, and UNESCO/CEPES, ensuring trans-
parency and international recognition.

3.8.2 Transcripts and Recoghnition of Credits

As a Joint Master’s Programme, your academic progress is recognised seamlessly
across all three awarding universities. No matter where a module is delivered or
assessed, the ECTS credits you earn are automatically recognised by UDS, MTU,
and UNIR.

All awarded credits are recorded in a centralised student record system within
the Digitald4Security platform (explained in Section 14), ensuring transparency,
fairness, and full academic continuity throughout your studies.

You may request an official Transcript of Records at any point during or after the
programme, providing formal documentation of your academic progress and
achievements. The Welcome Module offers guidance on how to request your tran-
script on the learning platform.

3.9 Academic Calendar

The academic calendar for the 60 ECTS Online Master’s Programme in Cyberse-
curity Management and Data Sovereignty is structured across three terms (tri-
mesters) per year, as illustrated in Figure 7. Each term has a standard duration of
12 weeks.
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Figure 7. The Academic Calendar Across the Weeks of the Year.

Winter Term Spring Term Autumn Term

29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 -

12 3 4 5 & 7 8 9 10 11 1213 314 15 16 17 18 19 20 21 22 23 24 25

1.Jan 2nd week April 1. Oct
Teaching input Term break
- Teaching input / exam option ~ Term break / exam option

Option for onboarding students/Option to teach

In the Winter and Spring Terms, lecturers may schedule final exams during the
regular teaching period or in weeks 13 or 14. The Autumn Term comprises only 12
weeks, followed by the Winter/Christmas Break, so all examinations are com-
pleted within the teaching period.

The terms typically run as follows across the year:

e Winter Term: January to March.
e Spring Term: April to June.
e Autumn Term: October to December.

3.10 Institutional Calendars and Staff Availability

As a student in this joint degree programme, you are affiliated with three awarding
universities across Europe: UDS (Germany), MTU (Ireland), and UNIR (Spain). While
all modules within the joint programme are fully supported by lecturers during
their scheduled delivery periods, it may be helpful to remember that each insti-
tution operates on its own internal academic calendar.

This means that, beyond the official calendar of the joint degree programme, some
institution-specific services or responses to queries (e.g. from programme coor-
dinators or support staff) may be subject to institutional holiday periods.
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To help you plan your communications effectively, table 3 provides an overview of
lecturer and staff availability across the partner institutions throughout the year.
In this overview, the following colour-code is used:

e Green: Regular teaching term; full personnel availability.
e Orange: Institutional break; limited personnel availability.
e Red: Core holiday period; no availability expected.

Table 3: Lecturer and Staff Availability across the Awarding Partners.

January Februar March April May June
UbDS
MTU
uniR [
July August September October November | December
UDS
MTU
UNIR

In Spain, the holiday week around the beginning of April coincides with the an-
nual Easter period and may vary slightly across the years.

3.11 Required Equipment and Recommendations

To successfully participate in this online study programme, learners need to en-
sure they have access to appropriate equipment and an environment that sup-
ports flexible, focused, and effective learning.

Essential Equipment:

e Laptop or Desktop Computer: A reliable computer capable of running video
conferencing tools, accessing cloud-based learning platforms, and using
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standard productivity software (e.g., word processing, spreadsheets,
presentation tools).

e Internet Connection: A stable and sufficiently fast internet connection is
essential for streaming lectures, participating in live seminars, and upload-
ing assignments.

e Webcam and Microphone: Many interactive activities, including oral assess-
ments and group discussions, require audio-visual participation. Most mod-
ern laptops already include these features; external webcams and micro-
phones may improve quality.

Recommended Additional Tools:

e Audio Player or Smartphone with Audio Playback Capabilities: For flexible
learning, students are encouraged to rehearse lecture audio files, or listen
to podcasts recommended within the modules, during everyday activities
such as walking, commuting, or doing chores, helping to integrate learning
into daily routines.

e External Storage or Cloud Backup: To avoid data loss, students should
regularly back up their work using external hard drives or cloud services
(e.g., those provided via the Online Learning Platform).

Study Environment:

Learners are advised to establish a dedicated study space that allows for concen-
trated work. This ideally includes:

e A desk and comfortable chair to support a healthy and active posture and
productivity.

e A quiet setting with minimal distractions.

e The ability to shut the door to mark clear boundaries for study time, espe-
cially during assessments.
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At the same time, different environments can inspire creativity and support varied
study preferences. Learners are encouraged to identify additional settings that
suit their personal needs, such as:

e A garden, park or balcony for open-air learning in a nature-inspired setting.

e Cafés or libraries for ambient background activity.

e Co-working spaces to promote active focus and occasional social interac-
tion with other professionals or learners.

Finding a balance between focus and flexible engagement can significantly en-
hance long-term dedication, well-being, and academic success throughout the
programme. The Welcome Module provides further suggestions and ideas for in-
spiration.
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4. Curriculum

The Joint Master’s Programme in Cybersecurity Management and Data Sovereignty
offers a 60 ECTS fully online degree that prepares you for leadership roles in cy-
bersecurity. The curriculum is developed in line with the European Qualifications
Framework ( : master’s level) and draws on input from academic ex-
perts, employers, and regulatory bodies across Europe. It balances managerial,
technical, and legal perspectives with a strong emphasis on flexibility, real-world
relevance, and career development.

While this section offers a concise overview, the curriculum and learning out-
comes are also explained through a video message in the Welcome Module. Addi-
tionally, the Module Handbook provides in-depth details.

4.1 What Is a Module?

In this degree programme, your studies are organised into modules. A module is a
self-contained unit of learning focused on a specific topic, such as cybersecurity
law, cloud infrastructure, or risk management. In everyday terms, you can think of
it as the individual course you enrol in for a given term.

Each module includes a blend of teaching materials, interactive activities, as-
sessments, and clearly defined learning outcomes. These are designed to help you
gain specific skills and knowledge relevant to the field that is addressed.

Modules are associated with ECTS credits (European Credit Transfer and Accu-
mulation System). In this programme, each taught module carries 5 ECTS, which
equals approximately 125 hours of total student work — covering lectures, read-
ings, assignments, self-study, and exam preparation. The only exception is the
thesis module, which carries 15 ECTS and represents roughly 375 hours of work.

The thesis may span more than one term. All other modules are completed within
a single term: Winter, Spring, or Autumn.
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Some modules are mandatory for all students, while others are elective, allowing
you to tailor your learning journey. You may also follow a recommended set of
electives aligned with a professional profile (Section 3.7), depending on your ca-
reer goals.

In short, modules are the building blocks of your degree, and your future career.

4.2 The Module Guarantor System

This online master’s programme is delivered through a unique collaboration be-
tween three degree-awarding universities and a wide network of specialist aca-
demic and industry partners from across Europe, united by the shared vision of
the Digital4Security (D4S) Project.

Each module is supported by expert teaching staff, some from the degree-award-
ing universities, and others from the broader D4S academic network. This design
allows you to benefit from a wide variety of academic, professional, and cultural
perspectives on cybersecurity.

4.2.1 A Networked Learning Experience

The D4S network brings together institutions and lecturers from across many Eu-
ropean countries, each contributing distinctive expertise, practices, and outlooks.
As a student, you gain:

o Exposure to leading experts in diverse cybersecurity domains from across
Europe;

o First-hand insights into national and sectoral cybersecurity approaches
across different legal and regulatory environments;

o The opportunity to learn with and from practitioners handling real-world
tools and addressing a wide range of cybersecurity challenges and do-
main-specific problems;
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o Access to innovative teaching styles and case studies used by different
partner institutions;

e The chance to build relationships and professional networks that support
career mobility, research collaboration, and entry into high-impact Euro-
pean cybersecurity initiatives.

This networked approach allows you to forge connections with instructors and
peers across institutions: connections that may support your professional growth,
international mobility, future research collaborations, or even career opportunities
in European cybersecurity initiatives and organisations.

4.2.2 Academic Accountability and Quality Assurance

At the same time, your learning experience is firmly supported by the degree-
awarding universities. For every module, one of the awarding universities is des-
ignated as the accountable institution (or Module Guarantor). This institution
takes full academic and operational responsibility for the module, even if the
teaching is carried out by another partner.

The Module Guarantor is responsible for:

e Ensuring the module aligns with the overall programme learning outcomes;

e Confirming that the content supports achievement of the module’s learn-
ing outcomes;

e Reviewing and approving learning materials and assessments;

e Monitoring the quality of teaching and delivery;

e Serving as an additional academic and administrative contact for the mod-
ule, beyond the immediate lecturer(s);

e Providing teaching support if the delivering partner becomes unavailable.
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4.3 What Are ECTS?

ECTS refers to the European Credit Transfer and Accumulation System. It was
developed to make higher education qualifications more transparent and compa-
rable across Europe.

Previously, each country had its own system for measuring academic progress,
which made it difficult to understand or recognise study achievements from one
country to another. ECTS solves this by offering a unified standard. It helps stu-
dents, universities, and employers understand the volume and level of learning
involved in a qualification — making it easier to move between institutions or coun-
tries and have your qualifications recognised. In short: ECTS help your degree
travel across borders.

Here is how the ECTS Users’ Guide explains the core idea:

ECTS credits express the volume of learning based on the defined learning out-
comes and their associated workload. 60 ECTS credits are allocated to the learn-
ing outcomes and associated workload of a full-time academic year [...].

Learning outcomes are statements of what the individual knows, understands
and is able to do on completion of a learning process. The achievement of learning
outcomes must be assessed through procedures based on clear and transparent
criteria [...].

Workload is an estimation of the time the individual typically needs to complete
all learning activities such as lectures, seminars, projects, practical work, work
placements and individual study required to achieve the defined learning out-
comes [...]. It should be recognised that this represents the typical workload and
that for individual students the actual time to achieve the learning outcomes will
vary.

(European Union, 2015, p. 10)

For example, a student with prior experience in a subject area might complete
some tasks faster than average. The ECTS workload estimate serves as a planning
tool for a “typical learner.”
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If you are curious to read more, the European Commission has made the full ECTS
Users' Guide available online. It is very accessible and may be worth a look:

European Commission. (2015). ECTS users’ guide. Publications Office of the Eu-
ropean Union. Available for download.

4.4 Modules

This section provides you with a concise overview of the modules included in the
study programme. For more detailed information, please consult the Module
Handbook.

4.4.1 Mandatory Modules

The programme includes three mandatory taught modules that all students need
to complete. Each awarding university delivers one of these core modules. To-
gether, the mandatory modules account for a total of 15 ECTS.

The mandatory modules are:

e Communication Designh for Cybersecurity (UDS, 5 ECTS)

e Business Resilience, Incident Management, and Threat Response (MTU, 5
ECTS)

e Ethical Hacking and Penetration Testing (UNIR, 5 ECTS)

These mandatory modules provide complementary core perspectives that are es-
sential to the programme’s overarching focus on cybersecurity management and
data sovereignty, particularly in the context of SMEs. The first module builds man-
agerial competence through communication and compliant, strategic design skills
(UDS). The second module delivers a business-oriented approach centred on or-
ganisational resilience (MTU). The third one offers critical technical depth in cy-
bersecurity operations (UNIR). This structure ensures that all students, regardless
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of their chosen professional pathway, acquire foundational knowledge across the
programme’s three defining content pillars.

Additionally, by completing one mandatory module at each of the three awarding
universities, you will have actively studied at all institutions that co-sign your joint
degree certificate by the end.

4.4.2 Recommended Modules for Professional Profiles

You have the option to align your studies with a Professional Profile, allowing you
to follow a curated learning path tailored to a specific cybersecurity role. These
pathways help guide your module selection based on career goals and industry
demand, as defined by the European Union Agency for Cybersecurity (ENISA).

Each pathway consists of a set of recommended modules, carefully selected to
equip you with the core competencies needed for a particular professional role.
Completing at least 20 ECTS (4 modules a 5 ECTS) from the recommended mod-
ules of your chosen pathway qualifies you for formal recognition of that profile in
your Diploma Supplement (cf. Sect 3.7).

Participation in a professional pathway is optional. If you prefer, you can freely
select your elective modules without committing to a specific profile. However,
choosing a pathway is highly recommended. It provides you with more focused
support, clearer direction, and a credentialed advantage when entering or advanc-
ing in the job market. Below is a summary of the six professional pathways and
their recommended modules:

Chief Information Security Officer (CISO) — curated by UDS
Focus: Leadership, governance, resilience, communication, and strategic decision-
making.

e Cybersecurity Culture, Strategy & Leadership
e Law, Compliance, Governance, Policy, and Ethics
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e Cybersecurity Economics & Supply Chain

e Risk Management of Cyber-Physical Systems
e CISO and Crisis Communication

e Al & Emerging Topics in Cybersecurity

Cybersecurity Educator — curated by UDS
Focus: Pedagogy, training delivery, research methods, and interdisciplinary under-
standing.

e Cybersecurity Education & Training Delivery |

e Cybersecurity Education & Training Delivery Il

e Cybersecurity Culture, Strategy & Leadership

e Research Methods

e Law, Compliance, Governance, Policy, and Ethics
e Al & Emerging Topics in Cybersecurity

Cyber Legal, Policy, and Compliance Officer — curated by MTU
Focus: Legal frameworks, data sovereignty, ethics, governance, and compliance
operations.

e Law, Compliance, Governance, Policy, and Ethics

e Cybersecurity Auditing

e Cybersecurity Law and Data Sovereignty

e Al & Emerging Topics in Cybersecurity

e Digital Forensics, Chain of Custody and eDiscovery
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Cybersecurity Risk Manager — curated by MTU
Focus: Risk assessment, systems-level thinking, compliance, and crisis response.

e Risk Management of Cyber-Physical Systems

e Cybersecurity Economics & Supply Chain

e Security Operations

e Technological Foundations in CS & Security Controls
e Law, Compliance, Governance, Policy, and Ethics

e Al & Emerging Topics in Cybersecurity

Cyber Threat Intelligence Specialist — curated by UNIR
Focus: Offensive/defensive tactics, malware, threat detection, and data-driven
analysis.

e Threat Intelligence

e Technological Foundations in CS & Security Controls
e Security Operations

e Automation of Security Tasks and Data Analytics

e Malware Analysis

e Enterprise Architecture, Infrastructure Design and Cloud
Computing

Cybersecurity Auditor — curated by UNIR
Focus: Auditing practices, compliance, forensic readiness, and technical docu-
mentation.

e Cybersecurity Auditing

e Law, Compliance, Governance, Policy, and Ethics
e Cybersecurity Law and Data Sovereignty

e Risk Management of Cyber-Physical Systems

e Security Operations

e Digital Forensics, Chain of Custody and eDiscovery
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4.4.3 The Module Catalogue

One of the distinguishing features of this joint master’s programme is the wide
range of elective modules, giving students the ability to tailor their studies to
specific career goals, technical interests, or professional development needs. Be-
yond the three shared mandatory modules and the final thesis, students can se-
lect six additional modules (30 ECTS) from a diverse catalogue of specialised top-
ics, spanning technical, managerial, legal, and educational domains of cybersecu-
rity.

Out of the 30 ECTS of elective options, it is highly recommended that you choose
20 ECTS aligned with a professional profile (cf. sect. 4.3.2).

This structure enables you to customise your learning journey, focus on areas
most relevant to your current role or future ambitions, and benefit from a truly
interdisciplinary, multi-institutional learning experience.

Table 4 lists all the modules included in the Module Handbook.

Table 4: Overview of Modules, ECTS, Curriculum Relation and Partner Contributions

Delivering Module

Partner Guarantor

No. Module ECTS Programme Relation

Communication Design for

. M D D
Cybersecurity 5 andatory ubDs ubs

Business Resilience,
2 Incident Management & 5 Mandatory MTU MTU
Threat Response

Ethical Hacking &

M NIR NIR

3 Penetration Testing 5 andatory u U
Al & Emersing Tobics Elective - recommended for

4 ging Top 5 CISO, Educator, Cyber Legal, UDS UDS

in Cybersecurity Sk Deer

Elective - f
5 Malware Analysis 5 lective - recommended for ;0 UNIR
Threat Intelligence
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Module
Guarantor

Delivering

ECTS Programme Relation

Partner

6 Cybersecurity Culture, Elective - recommended for VMU/ UDS
Strategy & Leadership CISO, Educator ATAYA
Enterprise Archlte?ture, Elective - recommended for
7 Infrastructure Design and . uUPB MTU
. Threat Intelligence
Cloud Computing
Law, Compliance, Elective - recommended for
8 Governance, Policy, and CISO, Educator, Cyber Legal, UNIBS MTU
Ethics Risk Manager, Auditor
9 Research Methods Elective - recommended for UNI KO uDSs
Educator
Elective - recommended for
10 Security Operations Risk Manager, Threat Intelli- CY CERGY UNIR
gence, Auditor
Elective - recommended for
Technological Foundations . .
1 for CS & Security Controls Risk Manager, Threat Intelli- UPB UNIR
gence
Automation of Security Elective - recommended for
12 ! . NIRI NIR
Tasks and Data Analytics Threat Intelligence U v
13 CISO and Crisis Elective - recommended for VMU/ UDS
Communication CISO ATAYA
14 Risk Management of Cyber- Elective - recommended for POLIMI/ MTU
Physical Systems CISO, Risk Manager, Auditor CEFRIEL
. o, Elective - recommended for VMU/
15 Cybersecurity Auditing Cyber Legal, Auditor ATAYA UNIR
16 Cybersecurl.ty Economics & Electlve' - recommended for MRU UDS
Supply Chain CISO, Risk Manager
17 Cyb.e.rsecurn.:y Education & Elective - recommended for BUT UDS
Training Delivery | Educator
18 Cyb‘el"securn.:y Education & Elective - recommended for UPB UDS
Training Delivery Il Educator
Cybersecurity in Industry - .
19 Security of OT & CPS Free Elective POLIMI MTU
20 Cybersgcurlty Law & Data Elective - recommended for BUT MTU
Sovereignty Cyber Legal, Auditor
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Delivering Module

ECTS Programme Relation

Partner Guarantor

Machine and Deep Learning

21 . . 5 Free Elective UNIRI UNIR
in Cybersecurity

99 Digital Forensms.;, Chain of 5 Elective - recommended for UPB UNIR
Custody and eDiscovery Cyber Legal, Auditor

23 Threat Intelligence 5 Elective - recommended for o UNIR
Threat Intelligence

24 Thesis 15 Mandatory UNI KO ubs

You may notice that the Welcome Module is not included in the overview above.
That is because it serves as an onboarding and communication tool. The Welcome
Module does not carry ECTS credits, and it does not cover the programme’s learn-
ing outcomes. However, it is available on the Learning Management System (LMS)
alongside your other modules, providing practical guidance and support to help
you start your studies smoothly.

While we are committed to offering a broad selection of elective options, module
availability may depend on student demand. In particular, if overall enrolment
numbers are low, the number of electives running in parallel may be reduced. To
ensure a sustainable and high-quality learning experience, elective modules may
furthermore be subject to minimum enrolment thresholds, for example, a mini-
mum of five students need to register for a module for it to be launched in that
term.

Mandatory modules, by contrast, are guaranteed to run regardless of enrolment
numbers.

For students who opt into a professional profile, we guarantee that at least five
recommended profile-specific modules will be delivered within the standard
study duration (e.g., one year for full-time students). In addition, the programme
ensures that profile-specific academic support and learning pathways will remain
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available for at least five years following the student's initial selection of the pro-
file at the point of admission.

4.4.4 Teaching and Learning Methods

This fully online degree programme is delivered using a blend of asynchronous
and synchronous formats. Teaching methods may include:

e Pre-recorded lectures and digital learning resources

e Live webinars, problem-solving or Q&A sessions

e Case studies, design tasks, simulations, and practical exercises
e Peer feedback and team projects

e Portfolio work and project-based assessments

Each module includes guided learning tasks, self-study, and opportunities for
formative feedback. You may also take part in online discussions, simulations, and
reflective assignments. Scalable and flexible assessment formats ensure that the
programme remains high-quality and learner-centred, even with a large interna-
tional cohort.

You can find more detailed information on module-specific methods in the Module
Handbook, while the Study and Examination Regulations cover more details on
the permitted and recommended methods in this programme.

4.5 Understanding Programme-Level vs. Module-Level
Learning Outcomes

In this Master’s programme, learning outcomes are defined at two levels:
e Programme-level learning outcomes reflect the broader competencies and

skills you should have mastered by the time you complete the entire de-
gree.
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e« Module-level learning outcomes describe what you are expected to know,
understand, and be able to do by the end of a specific module. These out-
comes are directly linked to the content, assignments, and assessments of
that individual course.

Each module is carefully designed to contribute to one or more of the broader
programme-level outcomes. In other words, by completing individual modules, you
progressively build toward fulfilling the overall goals of the programme.

The programme is consistently designed around a 60% point threshold as the
benchmark for minimum achievement, both at the module level and for the pro-
gramme as a whole (Section 6.2 offers further detail). This means that when you
successfully complete the required 60 ECTS - passing each module by achieving
at least 60% of the total available points — you are considered to have fulfilled all
intended Minimum Learning Outcomes of the programme.

These Minimum Learning Outcomes define the essential knowledge, skills, and
competencies every graduate of the programme must demonstrate. While stu-
dents are encouraged to aim higher, this threshold ensures a clear and fair stand-
ard of academic success and qualification.

4.6 Programme-Level Learning Outcomes

On successful completion of your studies, you will have gained advanced compe-
tencies in cybersecurity management and data sovereignty, comprising the abili-
ties listed in Table 5.

Table 5: Overarching Learning Goals across the Joint Degree Program

Programme Learning Outcomes

PLO Critically assess and evaluate cybersecurity principles, practices, and technolo-
gies relevant to modern enterprises.
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No. Programme Learning Outcomes

Strategically apply cybersecurity knowledge and utilise practical skills and tech-
PLO2 nologies for long-term success in cybersecurity leadership roles across diverse
industries, government agencies, and institutional settings.

Identify knowledge gaps and undertake self-learning to acquire new knowledge
PLO3 to support professional development and the ability to adapt to evolving threats,
technologies, and regulatory environments.

Exhibit and apply leadership skills necessary for effectively managing cybersecu-
PLO4 rity initiatives within organisations, including education and training, strategic
planning, and resource allocation.

Critically evaluate and analyse cyber threats to implement effective security op-
PLO5 erations, and to enable the proactive identification, assessment, and mitigation
of cyber threats.

o Effectively apply analytical and strategic thinking to make decisions to address
security requirements.

Communicate effectively across a range of complex and advanced cybersecurity
PLO7 concepts to provide leadership within an organisation and facilitate effective
collaboration and teamwork.

Critically assess cybersecurity legal, information governance, and regulatory
SlaE frameworks and practices to ensure effective oversight, auditing, risk mitigation,
accountability, compliance, and strategic alignment with organisational objec-

tives.

4.7 Modules and their Relation to Programme-Learning
Outcomes

Each module is carefully designed to contribute to one or more of the programme-
level learning outcomes. Table 6 provides an overview of how each module sup-
ports the programme-level learning outcomes through their specific module-level
topics.
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Table 6: Modules Mapped to Programme Learning Outcomes

1 | Communication Design for Cybersecurity X X X X X X X
2 ;Bnucigveensts Ajs;gi;;;ee,nchreot Response, and X X X X X X X X
3 | Ethical Hacking & Penetration Testing X X X X X

4 | A.l. & Emerging Topics in CyberSecurity X X X X X X
5 | Malware Analysis X X X X

6 | Cybersecurity Culture, Strategy & Leadership X X X X X X
- Enterprise Arcl7itecture, Infrastructure Design and X X X X

Cloud Computing

8 | Law, Compliance, Governance, Policy, and Ethics X X X X X
9 | Research Methods X X X X X X

10 | Security Operations X X X X

- Technolog/:cal Foundations in Computer Science X X X X

and Security Controls

12 | Automation of Security Tasks and Data Analytics X X X X X
13 | CISO and Crisis Communication X X X X X X

14 | Risk Management of Cyber-Physical Systems X X X X

15 | Cybersecurity Auditing X X X X X X
16 | Cybersecurity Economics & Supply Chain X X X X X X
17 | Cybersecurity Education and Training Delivery | X X X X X

18 | Cybersecurity Education and Training Delivery I X X X X X X

1o | Gpergounty sty - Secuniy of 0T and | | KRR
20 | Cybersecurity Law & Data Sovereignty (BUT) X X X X X
21 | Machine and Deep Learning in Cybersecurity X X X X

22 | Digital Forensics, Chain of Custody and eDiscovery| X X X X X X
23 | Threat Intelligence X X X X X X
24 | Thesis X X X X X X X X
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5. Admission and Enrolment

This section offers a concise overview of the requirements and procedures when
you apply to the master’s programme and complete your enrolment.

Additional guidance is available in the Welcome Module.

For full details on admission and enrolment, please consult the Study and Exam-
ination Regulations. Guidance on where to find these programme resources is
provided by the end of this document.

5.1 Admission Requirements

To be eligible for admission, applicants must meet the following minimum re-
quirements:

o A Bachelor’s degree in any discipline (EQF Level 6 or national equivalent)
from an accredited higher education institution;
« Demonstration of a total learning volume of at least 240 ECTS from higher

education or equivalent learning; and
o English language proficiency at minimum

In addition, applicants must have sufficient basic technological infrastructure to
successfully participate in a fully online programme, such as a laptop and a reli-
able internet connection. By successfully completing the online application pro-
cess, you demonstrate that you meet this requirement. As part of your Student
Agreement, you also acknowledge that these technical conditions will be neces-
sary throughout your studies and confirm that you will ensure ongoing availability.

Although the formal entry requirement for this master’s programme is a bachelor’s
degree in any field, the programme is particularly suited for applicants with a
background in at least one of the following domains:
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business, compliance, (risk) management, law, public administration, computer
science, data science, engineering, or other numeracy-related disciplines.

If you are unsure whether your background aligns well with the programme’s con-
tent, we encourage you to reach out to the admissions team at

= for guidance.

5.2 The Learning Volume Requirement of 240 ECTS, or Equivalent

To join this Master’s programme, you must show that the total volume of your
previous studies and relevant experience adds up to 240 ECTS credits or equiva-
lent learning.

How you can meet the requirement

Applicants can meet the 240-ECTS level through their Bachelor’s degree alone,
typically if they completed a four-year Bachelor’s programme. If your degree in-
cludes fewer than 240 ECTS, you can still reach the required total learning volume
by adding recognised learning such as:

e relevant work experience,
e microcredentials or other continuing education,
e a combination of the above.

The key points are that your prior learning must be relevant, verifiable, demon-
strate a particular workload (e.g., one year of full-time work), and have clear
learning outcomes. For instance, by being responsible for a particular task at work
and managing it effectively, as confirmed by supervisors, you can demonstrate
that you master the knowledge, skills, and competencies relevant for that task.
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If you are still completing the required learning volume

You may receive provisional admission to the Master’s programme if you are still
working towards the full 240-ECTS (or equivalent) requirement. You may complete
any missing learning before or alongside the Master’s programme. Once you pro-
vide evidence that you have reached the required volume, your admission will be
fully confirmed.

How your previous learning is assessed

The Examinations Board reviews each application individually. They evaluate
whether your prior study, work experience, or other recognised learning demon-
strates competencies comparable to those typically achieved through formal
higher education in fields relevant to the Master’s programme. This ensures fair-
ness and consistent academic standards.

Why this requirement exists, and differences across regulatory systems

This programme operates across several countries, each with its own regulations
for higher education.

The sets typical expectations for learning volume:

o Bachelor’s degree (first cycle): 180-240 ECTS
« Master’s degree (second cycle): 60-120 ECTS

Some national systems interpret these as cumulative expectations. For example,
in Germany, the higher education framework commonly expects students to have

across both cycles (Bachelor + Master) or equivalent learning.
In Spain, by contrast, legislation limits the recognition of work experience or con-
tinuing education to

Because of these differences, the partner universities use the 240-ECTS entry
requirement as an internal criterion to ensure a shared baseline for all students.
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What this means for you

Within the learning-volume assessment, recognition of your professional
experience or continuing education is used only to assess whether you
meet the Master’s programme’s internal requirements.

Recognised learning cannot always be converted into official national
ECTS credits at all partner institutions (and cannot be validated as formal
ECTS under Spanish law).

These differences do not affect your admission, your status in the pro-
gramme, or your degree. All students who meet the requirements receive
the same joint Master’s award, regardless of how their prior learning was
recognised.

If you have questions about how your previous experience or learning will be con-

sidered, please contact

5.3 Demonstrating Your Language Proficiency

As the programme is delivered entirely in English, all applicants must demonstrate

sufficient English language proficiency to participate effectively in coursework,

group activities, and assessments.

Applicants can demonstrate English language proficiency through one of the fol-
lowing:

Applicants whose first language is English

Must indicate this in the application form and may be asked to provide
supporting evidence, such as school-leaving qualifications or other rele-
vant documentation, if clarification is needed.

Applicants who have completed a previous school or university degree
taught fully in English

Must provide a formal statement or certificate from the awarding institu-
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tion confirming that the programme was taught in English, or submit a Di-
ploma Supplement or transcript indicating English as the language of in-
struction.

e Applicants with at least 2 years of relevant professional experience in an
English-speaking context
Must submit documentation confirming that English was the primary
working language. This can be a signed letter from an employer, on official
letterhead, or an official email, stating the applicant’s role, period of em-
ployment, and that English was used as the primary language in daily pro-
fessional communication.

Applicants who do not fall into any of the above categories are required to submit
an official English language test certificate meeting the programme’s minimum

standards, as shown in Table 7.

Table 7: Minimum Language Proficiency Requirements

Test Type Minimum Score CEFR Level
IELTS (Academic) 6.5 overall B2
TOEFL iBT 79 B2
TOEFL PBT 550 B2
TOEFL CBT 213 B2

5.4 Enrolment Process

Once admitted, your formal enrolment will be coordinated through the Digital4Se-
curity platform.

After signing the Learning Agreement and paying the participation fee, your en-
rolment will be completed.
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You will then receive your access credentials along with institutional onboarding
guidance. This includes access to the Welcome Module, where you will find helpful
resources and video guidance to support you as you begin your studies.

For questions from admission to formal enrolment, you can contact

& for further guidance.

Once you are formally enrolled, you can contact

2y for additional onboarding support.

5.4.1 Student ID and Access Rights

After enrolment, you will receive a student identification number from the Digi-
tal4Security platform.

The awarding universities may also assign you dedicated IDs in their systems, if
required for accessing institutional resources.

5.4.2 Fee Payment, EU Co-Funding, and Country-Specific
Considerations

Tuition fees for the 60 ECTS Online Master’s Programme are centrally managed
through the Digital4Security platform, which also serves as the main administra-
tive contact point for billing and receipts. Upon enrolment, you will receive an
official payment schedule and receipt of payment.

Fees can be paid in full or in instalments, depending on your preference.

Please note that tuition rates may vary depending on your chosen study track. For
example, the 1-year full-time track may differ in price from the 2-year part-time
track, as the latter incurs longer access to licensed tools and services. Switching
between tracks (see Section 3) may result in an adjustment to your payment plan.
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Respective costs will be communicated transparently on the platform before you
request or confirm a change of your study track.

The programme is designed to be inclusive and affordable, offering top-tier aca-
demic and professional training at a competitive cost. As part of an EU co-funded
initiative, students benefit from substantial financial support:

o Al students, regardless of location, benefit from high-quality instruction
by leading European cybersecurity experts at a competitive, economic
price.

e EU/EEA students, in particular, benefit from a 50% tuition reduction
thanks to EU co-funding. This discount is guaranteed for all European stu-
dents until 30 September 2027, after which standard tuition fees will ap-
ply. The prices displayed on the Digital4Security website, separately for Eu-
ropean and non-European applicants, represent the final amounts, with any
applicable reductions already included.

Please also take into account country-specific considerations, which may affect
your personal financial planning:

e In some countries, tuition fees may be tax-deductible

e Student insurance requirements (e.g., health insurance in your country of
residence or any country you may visit)

e« You may be eligible for national funding schemes or Erasmus+ mobility
grants.

5.5 Recognition of ECTS from Microcredentials

In line with the Digital4Security’s stackable learning philosophy, recognition of
ECTS earned via microcredentials and microdegrees is possible as part of your 60
ECTS study load.
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A microcredential or microdegree is a short, targeted learning experience that
certifies specific competencies. If you have completed such credentials associ-
ated with ECTS credits in the field of Cybersecurity Management and Data Sover-
eignty, they may be eligible for recognition within your master’s degree pro-
gramme.

In this online Master’s programme, up to 9 ECTS may theoretically be recognised
from prior microcredentials, in line with European and national regulations. The
upper limit reflects Spain’s Real Decreto 822/2021, which allows recognition of
prior learning for up to 15% of the total programme credits. However, since the
Master’s Programme does not include modules of 9 or 4 ECTS, in practice this
means that only 5 ECTS can be recognised through microcredentials. Effectively,
this allows you to replace exactly one elective module with a microcredential.

Notably, this microcredential may also be a module from the Master’s Programme
itself. This offers a unique opportunity: You can experience the programme before
fully enrolling, by taking a module as a microcredential learner. If you enjoy the
experience, you can then apply for the full Master’s. Upon admission, the com-
pleted module will be recognised, and you will only need to complete the remain-
ing 55 ECTS. This is a very special case, even allowing you to replace a mandatory
module with a microcredential — but only if you have actually completed one of
the mandatory modules of the 60 ECTS Master’s Programme as a microcredential
learner. In all other cases, recognised microcredentials count towards elective
study options in the Diploma Supplement.

If you already hold relevant microcredentials at the time of your application, you
can request recognition by completing the microcredential recognition form dur-
ing the admissions process.

If you complete a qualifying microcredential after enrolment or wish to apply for
recognition at a later stage, you can still do so by contacting

. Please note: This application for recognition is possible only during
the first two weeks of any running term, as long as you are still enrolled, i.e. before
completing your studies.
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ECTS will be automatically recognised if your micro credential was selected from
the Digitald4Security platform, referring to educational offerings associated with
the programme. All such certificates issued by D4S will be recognised based on
their assigned ECTS value.

Certificates aligned with the European Digital Credentials for Learning (EDCI)
standard will be recognised according to their stated ECTS, provided that the mi-
crocredential’s topics sufficiently align with the master’s programme content and
its learning outcomes.

Other credential formats — such as nationally accredited programmes or open
badges — will be considered individually, subject to academic review and formal
approval by the Examinations Board.

This recognition procedure is formally defined in the Study and Examination Reg-
ulations. Further guidance is also provided in the Welcome Module.

5.6 Re-Enrolling in the Programme and Recognition of
Completed ECTS Credits

We understand that life circumstances can change, and you may need to pause
your studies before completing your degree. If you have previously earned ECTS
credits in this master’s programme but had to withdraw before finishing, we
warmly welcome your return.

5.6.1 Re-Enrolment: Your Pathway Back

If you choose to re-enrol in the programme later, you will be given priority in the
admissions process. If there are no substantial academic or regulatory obstacles,
you retain the right to re-enter with full recognition of the modules you success-
fully completed during your earlier studies.
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5.6.2 What to Expect Upon Re-Enrolment

When you return:

e Your previously earned ECTS credits will be fully recognised, if they still
align with the current curriculum and learning outcomes.

e Your re-enrolment will be governed by the terms, conditions, fee struc-
ture, and academic regulations that apply at the time of your return.

If the programme structure has remained unchanged, our administrative team can
usually recognise your previous credits automatically. However, if the curriculum
has been updated - especially through reaccreditation — the Admissions Board
will carefully review your completed modules and confirm which ones can still
count toward your degree. In more complex situations, they may consult with the
Examinations Board to ensure a fair decision.

5.6.3 Important Considerations

Re-enrolment is only possible if you are eligible to complete the programme under
the current regulations. Please note:

e If you previously failed a required module or assessment the maximum
number of times allowed, you cannot be re-admitted (unless the pro-
gramme has since been altered through reaccreditation and that module is
no longer compulsory).

e If you were expelled for serious academic misconduct, you no longer have
an automatic right to re-join the programme. In rare cases, the Admissions
Board may recommend re-admission, but this would require approval by
the Master’s Board and a strong justification, such as proof of a procedural
error or an unjust accusation that led to the original expulsion.
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5.6.4 Thinking about Withdrawing?

If you are considering to withdraw from the programme, we strongly encourage
you to reflect carefully and, if possible, speak with an academic advisor before
making a final decision. While re-enrolment is an option, it’s important to know
that programme structures and requirements can change over time. This means
some of your previously completed modules might no longer be compatible, or
new mandatory components could be introduced. Only continuous enrolment
guarantees that you can complete your degree under the same terms, conditions,
and curriculum that were in place when you were first admitted.

You are welcome to contact for confidential guid-
ance and support. The team is here to help you make sense of your situation,
appraise all options realistically, and take well-informed decisions.
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6. Assessment

Assessment in the Joint Master’s Programme is designed to ensure fairness, trans-
parency, and academic integrity while supporting flexible learning and real-world
application. The structure blends proctored summative evaluations with continu-
ous assessment to reflect both academic mastery and professional growth.

This section offers a quick overview. For full details, please refer to the Study and
Examination Regulations. To help you get started, the Welcome Module also in-
cludes short video explainers that walk you through the key rules and procedures.

6.1 Assessment Methods

Each module assigns at least 60% of the final grade to proctored or verified as-
sessments and up to 40% to continuous assessment.

Proctored assessment ensures that a student’s identity is confirmed, and that the
submitted work was produced independently and ethically, using only permitted
tools and sources.

Proctored assessments may include:

e Online exams using GDPR-compliant tools like SMOWL, which verify stu-
dent identity and ensure only permitted resources are used during the
exam (e.g., no colleague present telling the test-taker what to write)

e Live oral presentations with identity verification

e Employer-verified workplace projects

Continuous assessment may involve:
e Weekly learning tasks or case-based analyses
e Quizzes, reflection logs, or portfolios,
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e Options to apply theory or methods to your professional context, or to

choose between task domains (e.g. focussing on legal, managerial, or tech-

nical details in an overall task domain)

e Teamwork projects — peer reviewed and/or instructor reviewed

6.2 Grading Scheme

Your performance is assessed on a percentage basis and aligned with the joint

grading scheme used throughout the master’s programme. This scheme ensures

consistency across all partner institutions and reflects how grades are interpreted

within the programme.

Table 8 provides an overview of achievement classifications and their meaning in

the master’s programme.

Table 8: Joint Grade Classification

Joint Label

Performance Level Description

Performance is outstanding, significantly and consist-

90 - 100 % Excellent
ently above the pass level
Performance is strong, with many aspects exceedin
80 - 89 % Good : R :
the pass level
Performance is fair, with some aspects exceeding the
70 — 79 % Satisfactory P g
pass level
60 — 69 % Sufficient Meets all minimum intended learning outcomes
Minimum intended learning outcomes are not
< 60% Fail 8

achieved

Grades are mutually recognised across institutions. The percentage grade is the

official reference throughout the programme, and in the Diploma Supplement.

In addition, your results are translated into the national grading systems of Ger-

many, Ireland, and Spain (see Table 9). The Diploma Supplement also provides an
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overview of each country’s educational systems. This conversion can be useful
when applying for jobs or further studies in one of the partner countries, as it
helps employers and institutions understand your achievements in locally familiar
terms.

Table 9: Joint Grade Conversion Table

Points Joint Label German Grade Irish Grade Spanish Grade
A
1 . 9-10
90 — 100 % Excellent (First Class ]
(sehr gut) (sobresaliente)
Honours)
2 B 7-8.9
80-89 % Good (Upper Second )
(gut) (notable)
Class Honours)
C+
. 3 6-6.9
70 — 79% Satisfactory o (Lower Second
(befriedigend) (aprobado)
Class Honours)
4 C- 5-5.9
60 — 69 % Sufficient
° drricien (ausreichend) (Pass) (aprobado)
° F 0-4.9
< 60% Fail (mangelhaft / . )
. (Fail) (suspenso)
nicht bestanden)

grading scale.

& Interesting to Know

Across the consortium, the pass thresholds of the individual institutions differ. In their own pro-
grammes, MTU applies a pass mark of 40%, UNIR a pass mark of 50%, and UDS a pass mark of 60%.
For the Joint Degree Programme, the partner institutions have agreed to apply the most stringent
threshold, namely the UDS pass mark of 60%, as the binding standard for passing. This pass mark
applies to all students and across all participating institutions — UDS, MTU, and UNIR — within the
Joint Programme. To ensure consistency and fairness, the finer grading distinctions above the pass
level at MTU and UNIR have been mapped to the corresponding above-pass categories in the joint
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6.3 Late Submissions

Staying on track with deadlines is an important part of academic life. It ensures
fairness for all and helps you build strong time management skills for your future
career. All assignments and assessments are expected to be submitted by the
published deadlines.

That said, we understand that life does not always go as planned. In cases of
exceptional and well-documented circumstances, late submissions may be ac-
cepted. These include situations such as:

e Serious illness or scheduled medical procedures (e.g., surgery)

e Bereavement (loss of a close family member)

e Natural disasters or major emergencies that affect your ability to study or
submit work

o Other significant, unforeseen events beyond your control

If you find yourself in such a situation, please reach out to your course instruc-
tor(s) as early as possible. With appropriate documentation, like a medical certif-
icate, we can explore reasonable extensions or alternative arrangements on a
case-by-case basis.

Please note: Deadlines related to work, travel, or general workload pressures are
not considered valid reasons for late submission. We encourage you to plan ahead
and seek support early if you are struggling to keep up.

By being proactive and transparent, you help maintain a positive learning environ-
ment, for yourself and your peers. And remember: If you are ever unsure about
options or need advice, your instructors, the Programme Coordinator of your cho-
sen professional profile, and the study affairs team are here to help.
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Contact your course instructor directly if you are unable to meet a submis-
sion deadline for a specific module. With valid documentation (e.g., a med-
ical certificate), instructors can assess whether a short extension or alter-
native arrangement is possible.

Contact your Programme Coordinator with the relevant instructors in Cc if
your challenge affects multiple modules, for instance if you fell victim to a
natural catastrophe and foreseeably will not be able to complete any mod-
ule tasks within the next week.

Contact the study affairs team at if your
concerns are more general, such as falling behind across multiple modules,
needing help with time management, or considering whether to switch
tracks, e.g., from full-time to part-time. The team can help you explore re-
alistic options to stay on track. Additionally, contact this team if you con-
sider stepping down from one or more modules, particularly if you need
clarification on how such changes would affect your overall study plan.

6.4 Exam Attempts

In line with the Study and Examination Regulations, modules offer two examina-

tion options, referred to as “calls™:

Ordinary Call: This refers to the primary (regular) examination session at the
end of the module. All students are expected to take their final exam during
this session.

Extraordinary Call: This is a second and final opportunity to take the exam,
available to students who did not pass the ordinary exam or could not at-
tend that session. If no student falls into either category, this call is omitted.

The extraordinary call typically covers the same scope as the ordinary examina-

tion. Course instructors will provide details as needed. Module-specific regulations

covering repeated examinations are included in the Module Handbook.
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An overview and explanation of the examination procedure is also offered in a
video within the Welcome Module.

6.5 Number of Exam and Module Attempts

You are allowed up to two exam attempts per module enrolment: once in the
ordinary call and once in the extraordinary call (see Section 6.4). If you do not
pass the module after these two opportunities, you may choose to re-enrol in the
module in a later term, taking a fresh attempt.

Re-enrolment is designed to support continued learning and mastery of the sub-
ject. When re-enrolling, you will complete all components of the module again.
Work or grades from previous enrolments do not carry over. Each enrolment is
treated as a full, new opportunity to achieve the intended learning outcomes.

Please note: Each examination may be attempted a maximum of four times in
total, including all attempts across repeated module enrolments.

Students are strongly encouraged to keep track of their examination attempts,
especially for mandatory modules, which must be successfully completed to ob-
tain the master’s degree.

If a student does not pass a mandatory module after four examination attempts,
they will no longer be eligible to complete the full master’s programme. However,
a Transcript of Records will still be issued, documenting all successfully com-
pleted modules and grades. In line with microcredential and lifelong learning
frameworks, these records may serve as formal recognition of the competencies
acquired, even if the full degree is not awarded.

Students who have successfully completed 30 or more ECTS may be eligible for a
Postgraduate Certificate (see Section 1.3.2).
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6.6 Academic Integrity

Integrity is a core value of this programme and a foundation for your academic
and professional growth. Upholding academic integrity means producing original
work, giving proper credit to the ideas of others, and engaging honestly in all forms
of assessment.

Detailed guidance on this subject is provided in the Study and Examination Reg-
ulations, while this section offers a concise overview. You may also explore the
Welcome Module materials, which include tailored training, resources, and helpful
pointers.

To support a fair and transparent learning environment, the programme uses a
range of measures, including:

e Proctored exams

e Plagiarism checks

e Clear authorship expectations

e Transparent assessment documentation, including rubrics and grading cri-
teria made available in advance through the learning platform

If academic misconduct is suspected, the case will be reviewed thoroughly. Stu-
dents will always have the opportunity to respond and explain their situation be-
fore any decision is made. The goal is not only to maintain high academic stand-
ards, but also to support learning and improvement.

Students are strongly encouraged to take an active role in reviewing their own
work. Tools that offer plagiarism checks, like Turnitin, can be used not just for
formal reviews, but also as learning resources to:

e Identify missing or incomplete citations

e Improve referencing and paraphrasing

e Reflect on how sources are used and integrated
e Strengthen academic writing practices over time
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Using these tools proactively can help you grow as a writer, researcher, and future
professional.

This master’s programme is designed to help you develop strong academic and
professional competencies, including how to work with sources responsibly. In the
Welcome Module, you receive guidance on how to reference materials profession-
ally in academic contexts, whether you are citing human authors or content gen-
erated by Al tools.

In the case of Al-generated content, please pay close attention to the specific
expectations outlined by your lecturers for each assessment. The programme sup-
ports the development of ethical Al literacy, recognising it as a key skill for pro-
fessionals in Cybersecurity Management and Data Sovereignty. However, it is es-
sential to follow the rules provided for each assignment. Lecturers will specify
whether and how Al tools may or may not be used.

In all cases, transparent and proper referencing is required. This ensures aca-
demic integrity and helps you build the skills needed for responsible knowledge
work in both academic and professional settings. Overall, upholding integrity is
not just about following rules. It is about developing your voice and confidence as
an ethical contributor in your field.
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7. Programme Governance

The Joint Master’s in Cybersecurity Management and Data Sovereignty is gov-
erned through a collaborative structure that ensures high academic quality, fair
decision-making, and a strong student focus across all partner institutions. Each
awarding university — UDS, MTU and UNIR - plays an active role in programme
management, quality assurance, and student support.

This section provides a brief overview of the programme’s management structure,
as defined by the Cooperation Agreement between the partner institutions. It is
intended to help you better understand the framework of your studies: introducing
key governance bodies you may encounter (such as the Examinations Board) and
professional roles that are relevant for you (such as the Programme Coordinators
you can contact for support). Additional guidance is available in the Welcome
Module, including a video explaining the governance structure.

7.1 Key Roles and Responsibilities

Programme Directors

Each of the three awarding universities appoints a Programme Director who is
responsible for ensuring that the programme runs smoothly at their institution.
Together, they coordinate the academic integrity and strategic development of the
joint degree.

Programme Coordinators

Programme Coordinators assist with day-to-day administration, student support,
virtual mobility, and quality assurance. They are your first point of contact for
operational matters and work closely with the Secretariat and fellow Coordinators
across institutions.
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Programme Faculty

Academic staff from partner universities and associated institutions contribute to
teaching, project-work, assessment, and mentoring. Their varied backgrounds en-
sure interdisciplinary and international perspectives.

Coordinating Institution (UDS)

UDS acts as the coordinating university for this joint degree. It oversees the im-
plementation of core operations such as admission and enrolment, student
onboarding, the continued availability of the learning platform and tools, student
services, industry certifications, and employability support. UDS also leads efforts
to ensure the programme’s long-term sustainability and institutional integration
beyond EU funding.

7.2 Governance Bodies

The governance of the programme is supported by several joint bodies, as intro-
duced below. These are in place to ensure transparent, inclusive, and quality-
driven decisions across institutions.

Master’s Board of Directors

This is the programme’s highest decision-making body. It includes the Programme
Directors of UDS, MTU, and UNIR, a Council Representative from UDS providing
strategic guidance on long-term institutional sustainability, and one student rep-
resentative. The Board holds full authority over all decisions related to the joint
degree programme, ranging from academic governance and quality assurance to
programme development and appeals. All decisions require a two-thirds majority.

Programme Secretariat

Hosted at UDS, the Secretariat handles the day-to-day operations of the pro-
gramme, such as admissions and enrolment, quality assurance outreach, student
service provision, IT helpdesk support, the coordination of student mobility, and
where applicable support for student clubs and student life activities. It also as-
sists the Master’s Board and other governance bodies.
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Joint Admissions Board
This board is responsible for selecting and admitting students. It consists of one
representative from each awarding university and is supported by the Secretariat.

Examinations Board

Chaired by the Master’s Board, this body ensures academic integrity and fairness
across all assessments. It monitors exam procedures, reviews results, and upholds
the jointly agreed assessment standards.

Quality Service Committee

This body supports curriculum development and continuous programme improve-
ment. It reviews student feedback, academic performance data, and input from
relevant stakeholders. The committee contributes to strategic planning and fos-
ters innovation in a student-centred and industry-aligned manner. It also prepares
the draft of the Annual Programme Review Report, which serves as a key source
of data, insights, and recommendations for programme enhancement. The com-
mittee includes two student representatives, at least one faculty member from
each awarding university, one representative from the Secretariat, and up to three
industry experts.

Industry Advisory Board (I1AB)

The IAB is an external group of cybersecurity professionals from the Digital4Se-
curity network. It provides independent advice to ensure the programme remains
aligned with evolving industry needs, especially in SMEs. While it does not make
formal decisions, its recommendations influence curriculum updates and practical
learning components.

Ad-hoc Committees

Temporary committees may be created to address specific tasks or emerging top-
ics. These are formed by the Master’s Board as needed, while they can also be
recommended by the other governing bodies.

An overview of the governance structure is presented in Figure 8.

Student Handbook | 60 ECTS Online Master’s | Cybersecurity Management and Data Sovereignty
85



4Security

Shaping Europe’s cyber future

Figure 8: Governance Structure of the 60 ECTS Online Master’s Programme.
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As Figure 8 illustrates, the highest decision-making authority rests with the Mas-
ter’s Board. The Secretariat supports day-to-day operations and assists various
boards and committees. The Industry Advisory Board operates largely inde-
pendently from the Master’s Board, acting as an “external corrective” to ensure
continuous industry alignment by providing data and recommendations to the
Quality Service Committee.
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8. Student Representative Election

This Master’s programme embraces a student-centred approach, following a uni-
versity-as-a-service model. As part of this vision, students are strongly encour-
aged to actively shape the university culture, promoting collaboration, mutual sup-
port, and continuous improvement. Student representatives play a central role in
this process.

8.1 Roles of Student Representatives

Student representatives contribute both formally and informally across a range of
activities. Some official roles include:

e Serving as voting members in the Master’s Board, which governs the pro-
gramme, or the Quality Service Committee, which monitors student satis-
faction and learning outcomes while also recommending innovative im-
provements.

e Co-organising the Future of Learning Convention, an annual event where
students, faculty, management, alumni, and industry representatives reflect
on the programme and its relevance for evolving professional and academic
fields, gathering ideas for improvement.

e Acting as points of contact for student feedback or concerns, as part of the
"I Wish, | Like, and Clarify" process outlined in the Internal Quality Hand-
book.

In addition, student representatives may take on informal or self-organised roles,
such as:

e Participating in thematic working groups (e.g. for diversity, platform usa-
bility, onboarding, etc.).

e Supporting student clubs, peer mentoring, or social events within the
learners’ community.
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Acting as regional or pathway-specific contact persons (e.g. for part-time
learners or specific professional profiles).

Gathering and communicating feedback across intakes and student co-
horts.

Helping to build community across the three awarding universities and the
large international network of partners.

8.2 Purposes of Representation

The aims of student elections include:

To empower the student voice within a learning environment committed
to a student-centred approach and the university-as-a-service model.

To ensure fair representation across a growing and diverse student body,
reflecting the variety of backgrounds, learning pathways, and lived experi-
ences within the programme.

To promote democratic legitimacy and inclusion in the governance and
ongoing development of the joint programme.

8.3 Number of Student Representatives

The number of elected student representatives shall be proportionate to the size

of the student body, with upper and lower bounds.

One representative shall be elected per 100 students, with one additional repre-
sentative for each additional 100 students.

A maximum of 10 representatives shall be elected if the student body exceeds
1000 students.
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There shall be no fewer than two elected student representatives, even if the
total number of enrolled students is below 100. This ensures the required mini-
mum representation on the Quality Service Committee.

8.4. Organisation of Elections

The election process is organised by the Programme Coordinators. They are re-
sponsible for:

e Issuing the call for nominations

e Communicating procedures and timelines
e Overseeing the voting process

e Announcing the results

8.5. Scope of Student Representation
Student representatives serve as liaisons between the student body and pro-

gramme leadership. Their responsibilities include:

e Gathering and relaying student feedback
e Participating in meetings, decision-making, and quality review processes
e Contributing to the continuous improvement of the student experience

e Supporting community-building and peer networking initiatives

8.6 Election Process

8.6.1 Timing

Elections are ordinarily held twice per year, shortly after the Welcome Week of
each intake.
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In case of a vacancy or mismatch between student numbers and representative
slots, additional elections may be held, or the Programme Coordinators may ap-
point the next eligible candidate(s) from the previous election.

Elections are held over one week.

Each cohort ordinarily participates in one election per year, typically after their
Welcome Week. Elections are conducted jointly across the student body, rather
than separately by cohort. This ensures fair competition for available seats and
integration across intakes.

As student numbers grow and new representative seats become available, elec-
tions shall, where possible, be distributed across the year, with the aim of ensuring
that both annual intake cohorts have the opportunity to vote for approximately
equal numbers of seats.

If no representative seats are available at the time of a cohort’s scheduled elec-
tion, the cohort retains the right to vote in the next election where seats become
available. This serves to ensure that all student groups have a fair opportunity to
participate in shaping representation over time.

8.6.2 Eligibility
All currently enrolled students may:
e Nominate themselves

e Nominate others
e \Vote in the election

8.6.3 Voting Method

Voting is conducted anonymously and online, using a secure platform selected by
the Programme Coordinators.
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8.6.4 Voting Procedure

Elections are decided by majority vote. Students may vote for as many candidates
as there are open positions. The candidates with the highest number of votes are
elected.

Within two weeks of the election of student representatives, they shall vote
among themselves, using majority decision-making, to determine who will serve
on the Master’s Board and who on the Quality Service Committee. They should
endeavour, where practicable, to ensure that different students serve on different
Boards and that appointments are made from volunteers. At the same time, they
shall ensure that at least one student representative is continuously nominated
for each Board. The term of office on the Boards corresponds to the usual duration
of one year, as specified in Section 8.7.

8.6.5 Tie-Breaking Procedure
In the event of a tie:
e If only one candidate is a full-time student, that candidate wins.

e |If still unresolved, the winner is selected by random draw conducted by
the Programme Coordinators.

8.7 Term Length

Student representatives serve a term of 12 months, or until they complete their
studies, withdraw from the programme, or resign from their role - whichever
comes first.
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8.8 Re-election and Replacement

Representatives may be re-elected for consecutive terms.

If a representative resigns or becomes inactive, they may be replaced according
to the same procedures, or by appointing the next-ranked candidate from the
previous election. The Programme Coordinators are responsible for handling va-
cant seats in such a way as to maximize the chances of all cohorts for fair and
timely representation.

If a next-ranked candidate is appointed without a new election, they shall serve
only for the remainder of the original representative’s term, completing the origi-
nally allotted 12-month period. If the replacement is elected through a new elec-
tion, they may serve a full term of up to 12 months, as specified in Section 8.7 on
Term Length.

If a student representative becomes inactive — for example, by not responding to
communications or missing key meetings without notification or excuse - the Pro-
gramme Coordinators may initiate a replacement process. Before doing so, the
representative will receive a written notice and a two-week period to respond or
resume their duties.

If no response is received or the representative confirms their withdrawal, the
position may be filled either through:

e The next-ranked candidate from the previous election, or
e A new election.

This ensures that students continue to have active and reliable representation
throughout the academic year.
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8.9 Recognition in the Diploma Supplement

If you are elected and serve as a student representative, your contribution will be
formally recognised in your Diploma Supplement, under the section detailing ad-
ditional qualifications and extracurricular activities. This recognition highlights
your leadership role, participation in academic governance, and your contribution
to shaping the learning experience of your peers.
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9. Student Rights and Responsibilities

As a student in this master’s programme, you are part of a diverse, international
academic community that values mutual respect, integrity, and excellence. This
section outlines your rights and responsibilities throughout your studies. The Wel-
come Module also offers a video dedicated to this topic.

9.1 Code of Conduct

All students are expected to uphold high standards of academic integrity, profes-
sional conduct, and a collaborative spirit. This includes avoiding plagiarism, re-
specting intellectual property, and engaging in fair, transparent communication
with peers, instructors, and staff. Dishonest behaviour in assessments or misrep-
resentation of work may result in disciplinary action.

You are encouraged to contribute actively and constructively to online discussions,
team assignments, and live sessions. Respectful, inclusive behaviour is always ex-
pected.

Further information on academic integrity, particularly regarding assessments and
submissions, can be found in Section 6.6 above. A detailed explanation is also
included in the Study and Examination Regulations.

9.2 Equal Opportunities, Inclusion, and Diversity

The programme is committed to equality, inclusion, and non-discrimination. Stu-
dents of all backgrounds - regardless of nationality, ethnicity, gender identity, age,
disability, religion, or socioeconomic status — are welcomed and supported.

If you have specific learning needs, physical impairments, or face structural bar-
riers to participation, please contact the support team at
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i)

early in your studies, ideally upon registration. Reasonable accommodations can
be arranged to ensure equal access to learning and assessment opportunities.
Support will be considered on a case-by-case basis, taking into account the spe-
cific needs, and feasibility within the programme. Where appropriate, the study
affairs team may also consult the Examinations Board to help identify viable so-
lutions.

9.3 Student Feedback

Students play an active role in shaping and improving the programme. Your feed-
back is welcomed and gathered through:

e Module evaluations and programme surveys

e Student representation in programme coordination meetings

e Open feedback opportunities on the platform

e Optional focus groups

e Participation in the annual Future of Learning Convention: an event to dis-
cuss student experiences and to generate innovative ideas for the future

e Self-organized initiatives by the student body, i.e., via the student repre-
sentatives

You are encouraged to contribute suggestions and help improve teaching, services,
and content delivery. This continuous feedback cycle is part of the programme’s
internal quality assurance, as further described in Section 11 below.

9.4 Student Obligations

As a student, you are expected to:
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e Engage actively with course content and collaborative activities

e Meet submission deadlines and adhere to academic schedules

e Participate in assessments honestly and independently

e Use the digital platform regularly and respond to communication from in-
structors and staff

e Inform the support team ( ) in case of ex-
tended absences or personal circumstances affecting your studies

While attendance at live sessions is usually not mandatory throughout the teach-
ing period, regular participation in asynchronous activities is essential to academic
progress.

Live attendance is required for certain assessments and examinations, which may
also be subject to additional proctoring requirements (see Section 6). This includes
identity verification procedures and measures to ensure that only permitted tools
and methods are used. Compliance with these requirements is mandatory for par-
ticipation in the programme, with your consent established through the Student
Agreement signed upon admission.

9.5 Using Digital Platforms and Resources Responsibly

As a student in this master’s programme, you have access to a wide range of
digital platforms, communication tools, and learning resources. Using these tools
responsibly is about fairness, respect, and collaboration. By engaging consider-
ately, protecting confidentiality, and supporting your peers, you help create a
learning environment where everyone can thrive. This is also part of developing
the mindset of a cybersecurity professional: ethical, accountable, and ready to
face the challenges of a complex digital world.
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9.5.1 Digital Etiquette (Netiquette)

Learning online works best when everyone participates actively and considerately.
Here are some simple ways to make your presence felt, and to support your peers:

o Switch on your camera when possible - it helps others feel connected
and prevents speaking into a void.

o Contribute to discussions via audio or chat, sharing your ideas, questions,
and experiences.

o Be respectful and constructive — consider different perspectives and help
create an inclusive atmosphere.

o Listen as well as speak — engagement is a two-way street, and collabora-
tion benefits everyone.

Small actions like these help create a learning environment where everyone can
thrive.

9.5.2 Confidentiality of Assessment Materials and Individual Answers

Assessment materials — whether assignments, case studies, or exams - are pro-
vided for your learning and completion only. They are designed to help you
demonstrate your understanding and develop your skills. To ensure fairness for
all students, these materials shall not be copied, shared, or circulated, either
physically or digitally, inside or outside the programme.

Similarly, your own submissions and those of your peers are confidential. Sharing
your work results, or using someone else’s, undermines trust and fairness in the
learning community. Every student deserves to have their effort recognised, and
everyone benefits when achievements genuinely reflect their own work.

Think of it this way: respecting confidentiality and working independently is not
just a requirement - it is part of being a responsible, ethical professional, and it
protects the integrity of your learning journey and that of your peers.
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That said, collaboration is encouraged when it is part of your learning:

e Team projects: Share materials within your assigned group to complete
tasks together.

e« Work-based projects: Discuss work with mentors or colleagues as fore-
seen in your Learning Agreement.

o Thesis work: Peer review and discussion are encouraged, but the final the-
sis must be your own work. Acknowledge others’ contributions where ap-
propriate.

9.5.3 Using Learning Materials Thoughtfully

All learning materials provided through the programme — such as lecture record-
ings, slides, and other resources - are intended solely for your use within the
programme. They must not be reproduced, shared, or distributed, as doing so
breaches both academic integrity and copyright law.

In some modules, you may also have access to the work of other students for
peer review, feedback, or collaborative learning. These contributions remain the
intellectual property of their authors, and likewise they must not be shared with
others inside or outside the programme.

9.5.4 Protecting Safety Together

Should you ever encounter content that is harmful, offensive, or unsafe, whether
in discussions or peer work, bring it to the attention of your instructor. Speaking
up helps protect the learning community and ensures everyone can participate
safely. If you are unsure how to proceed and want confidential guidance, you may
also contact
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9.5.5 Protecting Yourself and the Learning Environment

Being responsible online also means looking after your own accounts and data.
Use secure connections, protect your login credentials, and follow data protection
guidance (including GDPR). Avoid actions that could disrupt learning, compromise
security, or affect fairness.

9.6 Disciplinary Procedures

In case of suspected academic or behavioural misconduct, a formal review will be
initiated. The procedures follow the principles of fairness, proportionality, and the
right to be heard. Possible outcomes may include a written warning, a failed grade
for the affected assignment or module, or — only in severe or repeated cases —
temporary suspension or exclusion from the programme. Further details can be
found in the Study and Examination Regulations.
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10. Support Services: Here for You

As a student in the 60 ECTS Online Master’s Programme in Cybersecurity Manage-
ment and Data Sovereignty, you benefit from a broad range of services designed
to support your academic success, personal development, and professional
growth.

The Coordinating Institution, UDS, is primarily responsible for organizing and de-
livering student services, including access to learning resources, technical support,
and virtual campus life. You can also take advantage of special opportunities
through UDS institutions such as the E-College, D-College, and Research Centers.

At the same time, academic advisory services are offered by all three awarding
universities: UDS, MTU, and UNIR. This ensures that you have access to personal-
ized academic guidance, mentoring, and programme-related support no matter
where your interests or challenges lie.

Additional resources are available through the Digital4Security platform and the
wider network of partner institutions. This offers you the advantage of a con-
nected, international learning environment with access to experts from across
Europe. They bring a rich diversity of institutional backgrounds and perspectives,
giving you exceptional opportunities for networking and collaboration.

We are here to support you at every step of your journey: academically, profes-
sionally, and personally.

10.1 Academic and Learning Support

Welcome Week: Onboarding Support and Resource Hub

Upon admission to the programme, you gain access to this onboarding resource
hub, which provides a foundational part of the student support system in the
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programme. Designed to help you get started, it offers essential tools, documents,
guidance, and inspiration for your academic journey.

The module serves as a multi-functional support base, covering the following
key areas:

o Digital and academic readiness

e Study habits and environments for successful online learning
e Community and student engagement

« Well-being

e Career and skills development

You can revisit the module at any time during your studies. Further details are
provided in Section 15.

Responsible: UDS
Contact:

Academic Supervision and Advising

The three awarding universities — UDS, MTU, and UNIR - work together to ensure
high-quality academic support throughout your studies. While each university of-
fers broad cybersecurity expertise, their academic advising responsibilities are co-
ordinated to match their strengths. These are reflected in both the mandatory
modules they teach and the professional pathways they curate.

This means that depending on your area of interest as reflected in the professional
profile you have chosen, you will benefit from targeted guidance by experts in that
field, while still having access to cross-institutional support if needed.
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German University of Digital Science (UDS)

Core Focus: Cybersecurity Strategy, Leadership, Innovation, and Education

UDS leads advising in areas related to human-centred design, digital governance
and innovation, as well as education in cybersecurity. This reflects its responsi-
bility for the mandatory module “Communication Design for Cybersecurity,” which
builds managerial competence and strategic communication skills essential to
governance and leadership roles.

Curated Pathways:
e Chief Information Security Officer (CISO)
e Cybersecurity Educator

Advising Themes:
e Leadership and innovation, organisational culture, and crisis communication
e Compliance, ethics, and governance frameworks
e Research methods and digital education strategies
e Strategic transformation and stakeholder engagement

Students without a selected professional pathway may contact UDS for general
academic support.

Munster Technological University (MTU)

Core Focus: Organisational and Industy Resilience, Risk Management, and Policy

MTU delivers the mandatory module “Business Resilience, Incident Management,
and Threat Response,” reinforcing its focus on systems-level preparedness, policy
integration, and risk-based decision-making in cybersecurity.
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Curated Pathways:
e Cyber Legal, Policy, and Compliance Officer
e Cybersecurity Risk Manager

Advising Themes:
e Legal frameworks and cybersecurity policy
e Risk assessment and regulatory compliance
e Operational governance and industry resilience
e Supply chain and business continuity planning

Universidad Internacional de La Rioja (UNIR)

Core Focus: Cybersecurity Operations, Threat Intelligence, and Forensics

UNIR delivers the mandatory module “Ethical Hacking and Penetration Testing,”
bringing essential technical depth to the programme. This underpins its leadership
in advising areas related to cyber operations, incident response, and digital evi-
dence management.

Curated Pathways:
e Cyber Threat Intelligence Specialist
e Cybersecurity Auditor

Advising Themes:
e Security operations and threat detection
e Malware analysis, digital forensics, and chain of custody
e Infrastructure design, cloud security, and automation
e Cybersecurity technology and applications

This structured distribution of advising responsibilities ensures that students are
matched with mentors who bring both domain-specific expertise and institu-
tional leadership in their area of interest. At the same time, the cross-institutional
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nature of the programme encourages collaborative supervision and integrated

support across all areas of the cybersecurity management spectrum.

Whom to Contact for Academic Advising?

e If you are enrolled in a professional pathway, please reach out to the pro-

gramme coordinator of the pathway’s curating institution.

e If you are not enrolled in any pathway, contact the coordinating institution

(UDS) for academic supervision.

Your Contacts at a Glance:

Your Profile

Chief Information Security Officer
(CISO)

Cybersecurity Educator

Cyber Legal, Policy, and Compli-
ance Officer

Cybersecurity Risk Manager

Cyber Threat Intelligence Special-
ist

Cybersecurity Auditor

General Advising (no profile se-
lected)

Library Services

Institution Contact

ubS

UDbDS
MTU

MTU
UNIR

UNIR

UDbDS

As part of the Digital4Security platform, students have access to a digital library,

including academic journals and resources relevant to the programme’s core ar-

eas. Guidance is available as part of the Welcome Module training materials to
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help you evaluate sources, navigate scholarly databases, and reference works ap-
propriately, whether human- or Al-generated.

Responsible: UDS
Contact:

IT Helpdesk Service

Technical support is available for any digital learning issues you may encounter.
Whether you are facing login troubles, access issues, or technical questions, the
IT helpdesk is here to help.

Responsible: UDS
Contact:

Learning Development Support

Students may optionally choose to enable personal learning analytics to support
their academic development. This feature uses course data to detect patterns
that predict strong or weak performance, offering tailored, evidence-based feed-
back.

For example, active participation in teamwork and forum discussions may corre-
late with higher assessment scores for an individual learner, indicating the poten-
tial value of collaborative learning for them. By contrast, patterns such as frequent
late-night work or last-minute submissions may be linked to lower grades for the
individual, suggesting that the learner could benefit from improved time manage-
ment.

By engaging with these patterns, students can learn to derive insights from their
own learning data and apply practical strategies to refine their study habits. Sup-
porting materials are provided as part of the Welcome Module training resources
to help students build and strengthen effective learning habits. These skills will
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benefit participants not only throughout the programme, but also in lifelong learn-
ing beyond graduation.

Responsible: UDS
Contact:

10.2 Personal Support

Equal Opportunities Service

The Digital4Security platform is designed with accessibility in mind, including fea-
tures such as screen reader compatibility and simplified navigation to support
students with visual, auditory, or mobility impairments (Section 14).

In addition to these built-in tools, we offer tailored support to ensure that stu-
dents with special learning needs or disabilities receive the accommodations they
need, including personalised guidance on selecting and using assistive technolo-
gies.

Furthermore, the service team provides guidance to instructors on designing in-
clusive learning materials, ensuring that each module is accessible and appropri-
ate for a diverse student audience, including those with special needs. Respective
recommendations are detailed in the Practical Guide for Lecturers.

Students are also encouraged to share personal tips and effective accommoda-
tions through a dedicated forum in the Welcome Module, helping peers customise
their digital learning experience to suit individual needs and preferences.

Inclusivity is a community effort. If you are interested in launching a student-led
initiative, such as a peer group or club focused on accessibility and support, we
are happy to help facilitate outreach, tooling suggestions, and communication
channels.
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Responsible: UDS
Contact:

Student Counselling Service

Confidential support is available to help you manage personal challenges, aca-
demic pressure, or general well-being concerns. You are not alone. This service is
here to help you stay resilient throughout your studies.

Depending on capacity, we currently offer one-on-one conversations. Should stu-
dent numbers grow significantly, we may offer topic-centred group sessions in
the future.

Curated resource collections developed by this service team are included in the
Welcome Module, such as:

e Validated self-test scales to track levels of stress, depression, anxiety,
bodily symptoms, and general wellbeing

e Guidance on interpreting your results on these scales, helping you recog-
nise when professional support might be needed

e Pointers to freely available resources for stress reduction, self-help, mind-
fulness, and access to community or national health services

Please note: While our programme offers supportive resources, they do not replace
professional medical or psychotherapeutic care. If needed, we encourage you to
prioritise services provided by licensed or government-approved health profession-
als.

We also support student-led wellness initiatives such as online meditation, yoga,
or fitness groups. If you would like to organise an activity, we are happy to assist
with promotion, outreach, and selecting helpful digital tools to bring your idea to
life.
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Responsible: UDS
Contact:

10.3 Career and Skills

Industry Certification Services

To support your career development and signal your readiness for key cybersecu-
rity roles, the programme integrates opportunities to earn industry-recognised
certifications alongside your academic degree.

As part of your tuition, you are eligible to preparatory materials and special prices
for industry certification exams. These certifications are aligned with the Euro-
pean Cybersecurity Skills Framework (ECSF) and can greatly enhance your visi-
bility and credibility in the job market.

Each module is carefully reviewed for alignment with current industry standards.
Where there is a strong fit, certification recommendations are included, helping
you connect academic learning with professional credentials. For module-specific
inquiries, you can contact the course instructor.

Where modules require prerequisite knowledge, or where students wish to upskill
in a specific area such as technical competence, industry certifications may be
recommended and can even be completed prior to enrolling in the Master’s as
preparation.

In addition, institutions curating the six professional pathways suggest role-spe-
cific certifications tailored to your chosen profile. For pathway-specific inquiries,
you can contact the responsible programme coordinator.
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Chief Information Security Officer = UDS
Contact:

Cyber Legal, Policy, and Compliance Officer = MTU
Contact:

Cybersecurity Risk Manager — MTU
Contact:

Cyber Threat Intelligence Specialist = UNIR
Contact:

Cybersecurity Educator = UDS
Contact:

Cybersecurity Auditor = UNIR
Contact:

The overall responsibility for the availability of industry certifications lies with the
Coordinating Institution.

Responsible: UDS
Contact:

Academic Writing and Research Support

Strong research and writing skills contribute to your success in this master's pro-
gramme. They are also valuable assets for your future professional journey. To
support you in developing these competencies, we offer streamlined support
throughout your studies.
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Your journey begins with the Welcome Module, which includes a concise intro-
duction to evaluating source materials and citing them properly, whether the con-
tent is human-authored or Al-generated. This foundational guidance helps you
start on solid footing and well-prepared.

In particular, your lecturers will indicate if and how Al tools may be used when
preparing your assignments, and where such tool use is not permitted (cf. Section
6). Whenever Al usage is allowed, proper citation is expected, as taught in the
Welcome Module.

Please note: Unacknowledged Al usage may be treated as academic misconduct
and, in severe cases, could result in disciplinary action (cf. Section 6.6). Under-
standing how to reference such sources correctly is therefore essential, and the
relevant guidance is included in the Welcome Module.

The Welcome Module also includes templates for slide presentations, written
homework submissions, and the final thesis.

For more systematic skill development, academic writing and research support is
embedded directly into the curriculum. All students complete a Thesis module
with regular guidance from instructors and a dedicated supervisor to support the
entire thesis-writing process. Additionally, the Research Methods module offers a
comprehensive overview of research design and methodologies relevant to cyber-
security and digital governance.

Students interested in applied or collaborative research are also encouraged to
explore opportunities within the UDS Research Centers, described below.

Support for the development of your academic writing and research skills is pro-
vided by instructors and mentors from the various institutions contributing to this
master’s programme. Overall responsibility for this area of student support lies
with the coordinating institution.

Responsible: UDS
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Contact:

Student Mentoring and Support by Industry Experts

As a direct benefit from the Digital4Security project, students of this Master’s
Programme have the opportunity to receive mentoring and support from senior
industry experts. This unique service connects you with experienced professionals
who can guide your learning, help you explore career paths, and provide insights
from real-world cybersecurity practice.

Here is how the Digital4Security Grant Agreement defines the service, which is
open to all students in this Master’s degree programme. You have access to:

Student mentoring & support by senior experts selected from [the] Industry Ad-
visory board, industry partners from the consortium, participating SMEs and Com-
panies, and other leading European and International firms. Students can select
their industry mentors from a panel each year, or they can ‘buddy’ with the staff
of participating companies to get involved in joint projects / cybersecurity chal-
lenges and gain more real-world experience. The Digital Learning Platform will
provide a matchmaking tool to allow industry experts from the consortium and
participating companies to post their interest in being involved, and for students
to review the panel and request suitable experts. The consortium industry part-
ners will ensure a comprehensive panel of cybersecurity management experts is
available to support each student during each intake

(Digital4Security Grant Agreement, p. 84f.)

Responsible academically: UDS
Contact:

Facilitating body: Industry Advisory Board
Contact:
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Weekend Workshops, Networking Events and Guest Lectures

As another great benefit of the Digital4Security network, students have access to
regular hot-topic events that bring together international European faculty, indus-
try professionals, and organisations from across the entire partner network. These
sessions combine practical case studies, expert presentations, hands-on work-
shops, and collaborative team activities, creating an engaging environment to ex-
plore emerging trends in cybersecurity and digital management.

The Digital4Security Grant Agreement describes the service as follows, which is
open to all students in this Master’s programme:

Series of Weekend Workshops, Networking Events with Guest Lectures to bring
together the students, faculty, experts and companies participating in D4S at reg-
ular events. The events will include digital skills experts and business leaders
presenting real case studies from industry and talks on specialist cybersecurity
management and technical subjects, along with other interactive workshops, pro-
jects and team activities [...]. The events will be designed to be hybrid, enabling
large scale participation for all students even if they can’t travel. The format of
each event will be linked to a specific technology area or hot topic that will ensure
maximum interest and engagement.

(Digital4Security Grant Agreement, p. 85)

Responsible for academic events and programme integration: UDS & UNIR
Responsible for industry events: Industry Advisory Board
Contact:

Career Weeks in Germany

Students enrolled in this programme are eligible to participate in Career Weeks: a
short-term immersive experience designed to connect your online learning with
real-world, on-site experiences. Organized by UDS in Germany, this four-week
programme includes internships at regional companies in the Berlin—-Brandenburg
area, as well as professional skills workshops, cultural activities, networking
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events, and more. Support for travel logistics and housing is available. For details,
see Section 17.3.

Responsible: UDS
Contact:

E-College Membership for Aspiring Entrepreneurs

As a student of this master’s programme, you have free access to the Entrepre-
neurship College (E-College) at the Coordinating Institution, UDS.

The E-College is a hub for digital entrepreneurship, offering a rich blend of edu-
cation, mentoring, resources, and networking opportunities. \Whether you are
looking to launch a startup, transform an idea into a viable business, or simply
strengthen your entrepreneurial mindset, the E-College provides the tools and
support to help you thrive.

You will benefit from access to:

e Virtual incubator programs with expert mentorship and peer collaboration

« Hands-on workshops in business model development, fundraising, and
digital innovation

e A growing network of entrepreneurs, alumni, and industry professionals

e Funding opportunities and shared digital workspaces

You are invited to join this dynamic community that empowers future-oriented
leaders and innovators to shape the digital economy.

More information:
Responsible: UDS
Contact:
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10.4 Community Life

Events and Networking

As a student in the Digital4Security Master’s Programme, you are part of a vibrant
European community of cybersecurity excellence. Across the Digital4Security net-
work, you will find numerous opportunities to connect, collaborate, grow profes-
sionally - and have fun.

Partner institutions regularly offer:

e Guest lectures and expert webinars

e« Hands-on workshops and cybersecurity challenges

e Hackathons and simulations

e Bootcamps, internships, and job placement initiatives
e Networking events across industry and academia

All activities can be attended virtually, but on-site participation may also be avail-
able for many events, offering the chance to connect in person and explore dif-
ferent parts of Europe.

You are also warmly invited to attend and contribute to the Future of Learning
Convention: a flagship event of the programme, as detailed in the Internal Quality
Handbook. This annual gathering brings together students, educators, researchers,
and professionals to reimagine the future of digital education, particularly in the
context of cybersecurity and the Digital4Security programme.

Beyond this, you may also participate in academic conferences hosted by UDS or
other partners. Information about access and participation opportunities will be
regularly communicated to enrolled students, helping you gain valuable experi-
ence and visibility in the field.
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Have your own ideas for events or student-led services? The Study Affairs team
is eager to support your initiatives, from clubs to community events. For example,
you might consider organizing a party or music festival in the 3D Campus of Virtual
Education (COVE) - see below. If you have a vision, we are here to help bring it to
life.

Overall, many partners contribute to this rich extracurricular environment, and it
is precisely this plurality that makes it such a valuable asset to students. Formally,
the coordinating institution holds responsibility for providing a supportive struc-
ture and serving as a point of contact.

Responsible: UDS
Contact:

Mobility and Visa Support

As part of your student experience in the Digital4Security master’s programme,
you have access to various forms of mobility and visa-related support. Whether
you plan to study fully online or participate in optional on-site activities — such as
networking events, hackathons, or career weeks - guidance is available to help
you make the most of your time as a student in an international programme.

Letters of invitation can be issued to support visa applications for official pro-
gramme events, and some partner institutions also offer local services to assist
with logistics. Students interested in short-term mobility may also receive help
applying for Erasmus+ opportunities.

Please note: visa fees, housing, and travel costs are not covered by your tuition
and must be planned independently. However, tailored support is available for
some opportunities, such as participation in the Career Weeks in Germany (Sec-
tion 17.3).
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For further details on mobility, working alongside your studies, and guidance on

what your tuition fee covers or does not cover, please consult Section 17: Practical

Info.

Overall, mobility support (including letters of invitation for visa applications) is

provided by various partners across the Digital4Security network whenever on-

site attendance is offered for programme events. Final responsibility for these

efforts lies with the coordinating institution.

Responsible: UDS

Contact: studyaffairs@digital4security.eu

Campus of Virtual Education (COVE): Your Immersive Learning Space

As a student in this master’s pro-
gramme, you are invited to use the
Campus of Virtual Education (COVE).
More than a digital replica of a physical
campus, COVE is a fun virtual space de-
signed to inspire learning, creativity, and
collaboration in the digital age.

COVE offers you the opportunity to par-
ticipate in virtual lectures, explore 3D
spaces like virtual labs, and collaborate
with fellow students and faculty in
uniquely designed settings, such as
cliff-side lecture halls, sea-view librar-
ies, and customisable digital dormito-
ries.
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As a student in this master’s programme, you are eligible to receive your own
personal space on campus, which can be customised with 3D assets and used for
study, experimentation, or team collaboration.

As the campus continues to grow — with new buildings, activities, and student-
led projects — so do your opportunities to explore, connect, and innovate within a
truly 21st-century immersive virtual setting.

More information:
Responsible: UDS
Contact:

10.5 Applied Research and Innovation

Application and Innovation Opportunities

The Digital4Security network provides a rich environment for engaging with real-
world cybersecurity challenges.

As a student, you can take advantage of:

« Internship opportunities and industry mentoring offered by partners across
the Digital4Security network, as communicated via the learning platform.

« Project-based thesis opportunities, allowing you to embed your research in
practical contexts such as SMEs, policy bodies, or research labs. This may
include thesis proposals addressing current challenges in cybersecurity,
data governance, or digital transformation.

e« Access to applied research and training labs offered by Digital4Security
partners, providing spaces for experimentation, design, collaboration, and
learning. For instance, Cyber Ranges offer immersive, high-fidelity environ-
ments where you can develop and test cybersecurity skills. Their virtual
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platforms simulate real-world networks and advanced cyber threats, ena-
bling safe, hands-on learning in dynamic and realistic scenarios.

These opportunities are made possible through the strength and diversity of the
Digital4Security partnership network. The coordinating institution holds responsi-
bility as the official point of contact for inquiries or suggestions.

Responsible: UDS
Contact:

Membership in a Research Centre

If you are looking to deepen your academic journey — especially toward the end
of your studies or when considering a PhD — you are warmly invited to engage with
the Research Centres at UDS.

These centres serve as dynamic, interdisciplinary hubs where professors, re-
searchers, postgraduates, and doctoral candidates collaborate on innovative re-
search at the forefront of the digital era. Each Research Centre offers expert su-
pervision, research paths, and the chance to contribute to impactful projects.

As a student in this master’s programme, you have the opportunity to:

e Become a member of one or more Research Centres

e Join cutting-edge research projects aligned with your interests

e Co-author academic publications and conference papers

e Receive mentorship from experienced researchers and professors

e Engage in workshops, seminars, and colloquia hosted by Research Centres
« Explore pathways into doctoral studies

Current focus areas of the Research Centres include:
e Cybersecurity: Human factors, economics of security, and Al-driven threat
analytics
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o Artificial Intelligence: Machine learning, big data, and deep learning appli-
cations

o Educational Technologies: Learning analytics, generative Al, and digital ped-
agogy

o Extended Reality: Research in VR/AR environments for education, health,
and industry

« Digital Transformation: Policy, science, and society in the digital age

The Research Centres provide a welcoming and intellectually stimulating environ-
ment where your curiosity, skills, and ambitions can thrive. Whether you are pre-
paring a thesis, exploring a research career, or seeking to make a scholarly con-
tribution, these centres offer support and structure to take your ideas further.
More information:

Responsible: UDS

Contact:

D-College Membership for Aspiring Innovators

As a student in this Master’s programme you have free access to the Design Think-
ing College (D-College) at the Coordinating Institution, UDS.

The D-College is a centre for innovation and collaborative problem-solving. Rooted
in the principles of Design Thinking, it offers a unique space to explore how crea-
tive and analytical thinking can drive digital transformation. Whether you are tack-
ling a research challenge, designing a new service, or leading organizational
change, the D-College equips you with the mindset and tools to innovate effec-
tively in a complex world.

Through the D-College, you can engage with:

e« Workshops, training formats, and research opportunities focused on de-
sign-driven innovation

e Interdisciplinary collaboration with students, researchers, and external
partners
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e For students towards the end of their studies and transitioning to a phd:
Access to the D-Colloquium, a biweekly hands-on space for joint project
work

e For all students: A flexible hybrid learning environment, from real-world
retreats to extended reality sessions with dedicated events, trainings and
resources

e A dynamic online Design Thinking community promoting openness, creativ-
ity, and shared growth

The D-College empowers students to apply design thinking to societal, organiza-
tional, and technological challenges, making it a supportive environment for inno-
vators to shape the future of cybersecurity, digital governance, and beyond.

More information:
Responsible: UDS
Contact:
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11. Quality Assurance: Shaping a World-Class Pro-
gramme Together

Quality assurance in this Joint Master’s Programme is more than a regulatory ob-
ligation. It is an opportunity for collaboration and building a shared culture. We
want to empower students, instructors, staff, and industry experts to contribute
to shaping how the programme grows and improves.

This section provides a brief overview of quality assurance, including how you can
share your observations, contribute suggestions, and actively co-design the future
of the programme. Full details are available in the Internal Quality Handbook, and
an introductory video is provided in the Welcome Module. Guidance on where to
find this programme resources is provided by the end of this document.

11.1 What Can and What Cannot be Changed

All adaptations in this programme occur within the boundaries set by the Euro-
pean Approach for Quality Assurance of Joint Programmes and the relevant na-
tional regulations. Certain core elements are fixed and cannot be modified without
a formal re-accreditation process. These include the list of modules, the overall
programme structure, the learning outcomes at both programme and module
level, the total number of ECTS credits, and the awarding institutions.

At the same time, many other aspects remain flexible and responsive to new de-
velopments. These include the learning resources provided, the approaches used
in student services, extra-curricular offerings, and community-building initiatives
such as clubs, mobility opportunities, and other support structures. Options for
industry certifications may also evolve over time.

Within individual modules and the broader e-learning strategy, numerous ele-
ments can be refined. These include the design of learning activities and assess-
ments (while maintaining the required 60% proctored examination component),
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as well as the integration of newly relevant topics in response to ongoing devel-
opments in cybersecurity. Collaborative tools, such as forums, may also be
adapted or expanded to better support academic dialogue, community engage-
ment, and project-based collaboration.

The programme’s quality assurance mechanisms are likewise subject to continu-
ous enhancement, including the methods used for data collection and analysis. A
key area where student input is especially valued is in assessing the compatibility
of study requirements with work and family responsibilities. Your observations
help in understanding what works well or what could be improved to better sup-
port balance and well-being.

Many students also bring valuable professional experience into the programme.
Suggestions for aligning assessments with real-world challenges are particularly
welcome, as they can help ensure academic tasks generate immediate value for
both your learning and your workplace.

In addition, student perspectives can inform our outreach and inclusion efforts,
helping us further diversify and strengthen the learning community. Bottom-up
initiatives related to student life or project collaboration beyond the formal cur-
riculum are also highly welcome.

Employability is another key focus. Networking, mentoring, project and thesis
work, case studies, tools, and assessments can be refined based on input from
students, alumni, the Industry Advisory Board, and other stakeholders to align with
real-world practice and support career development.

Overall, this programme is designed not only to equip you with advanced
knowledge, skills, and competencies as an individual. It also aims to foster a vi-
brant, connected culture and professional network: one that supports you during
your studies, while it also continues to create value long after graduation, as we
work together to build a more secure digital future.
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11.2 Programme Goals

The 60 ECTS Online Master’s Degree in Cybersecurity Management and Data Sov-
ereignty is designed to support the following seven core goals. These goals also
reflect the long-term vision of the project, extending beyond the
period of EU co-funding.

The programme’s internal quality assurance mechanisms play a central role in
ensuring these goals are met and continuously improved upon. This involves close
listening and insightful reflection based on feedback from students, alumni, lec-
turers, and industry experts, as well as data-driven analyses. The programme is
committed to innovation and designed to remain agile in adapting its approaches
to maximise the achievement of these objectives.

1. Cybersecurity Leadership

Foster the advanced knowledge, skills, and competencies needed to lead cyber-
security initiatives, enabling graduates to make well-reasoned decisions, drive
proactive risk management, and shape organisational cybersecurity practices ef-
fectively.

2. Excellence in Online Education

Deliver a high-quality, fully online learning experience that combines applied
project work, stakeholder engagement, and personalised learning pathways,
equipping learners to achieve their career goals and apply knowledge in real-
world contexts.

3. Lifelong Learning

Support ongoing professional development through flexible, modular study op-
tions that enable reskilling, upskilling, and agile adaptation to emerging threats,
technologies, and regulatory environments.

4. Industry-Aligned Education

Ensure the curriculum and assessment address current and emerging industry
needs, preparing learners for management and leadership roles across enter-
prises, SMEs, and the public sector.

5. European Sovereignty

Develop expertise in cybersecurity management and data governance that ad-
vances the EU’s strategic autonomy and safeguards digital infrastructures across
critical sectors.
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6. Inclusion, Accessibility and Gender Equality

Promote accessibility, gender balance, and inclusion of underrepresented groups
by removing participation barriers and fostering a diverse cybersecurity talent
pipeline.

7. Responsible Innovation and Ethics in Cybersecurity
Foster ethical reasoning, legal understanding, and social awareness to promote
responsible, foresighted leadership and regulatory compliance.

11.3 Internal and External Quality Assurance

The programme is guided by rigorous quality assurance processes that follow the
Standards and Guidelines for Quality Assurance in the European Higher Education
Area (ESG). These include both internal mechanisms — such as student surveys,
module reviews, and course analytics — as well as external oversight through Eu-
ropean and national accreditation reviews, complemented by regular assess-
ments via the Industry Advisory Board (IAB). This dual approach helps to ensure
academic excellence, regulatory compliance across different systems, and real-
world relevance for cybersecurity professionals.

The Master’s Board of Directors holds final authority over the programme’s gov-
ernance. It is supported by the Quality Service Committee, a dedicated body fo-
cused on enhancing your learning experience, refining teaching approaches, and
ensuring the curriculum stays aligned with evolving industry needs.

Importantly, student representatives are full, voting members of the Quality Ser-
vice Committee. They actively contribute to voicing student experiences and pri-
orities — ensuring your perspectives are not only heard, but help to shape the
future of the programme.

Figure 9 provides an overview of the key bodies involved in the ongoing quality
assurance of the programme.
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Figure 9: Quality assurance structure of the Joint Master’s Programme.
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At the heart of continuous quality review is the Quality Service Committee. Supported
by the Secretariat and drawing on insights from the Industry Advisory Board, student
surveys, and other feedback mechanisms, this committee analyses data and proposes
improvements to the programme. Final decisions on these proposals are made by the
Master’s Board. Subsequently, decisions are implemented by all bodies and partners.

11.4 Accreditation

This Joint Master’s Programme is developed under the European Approach for
Quality Assurance of Joint Programmes, ensuring it meets rigorous academic
standards recognised across the European Higher Education Area (EHEA). The pro-
gramme is currently undergoing accreditation by ASIIN, a recognised quality as-
surance agency officially listed in the European Quality Assurance Register for
Higher Education (EQAR) [statement subject to ongoing developments].

The European Approach was introduced in 2015 by the Ministers of Higher Educa-
tion across the EHEA to streamline quality assurance for joint degrees offered by
universities in multiple countries. One important goal is to enable truly European
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study experiences for students by removing administrative barriers where possible
and awarding internationally recognised degrees aligned with shared European
standards (ESG). The ESG - Standards and Guidelines for Quality Assurance in the
European Higher Education Area - define how academic quality, student-centred
learning, and institutional accountability are ensured across Europe.

Overall, you are enrolling in a programme that is “Europe-powered” in many re-
gards. As the official EQAR site explains:

Joint programmes are a hallmark of the European Higher Education Area (EHEA).
They are set up to enhance the mobility of students and staff, to facilitate mutual
learning and cooperation opportunities and to create programmes of excellence.
They offer a genuine European learning experience to students.

(EQAR, 2025)

You can visit the website to learn more:

In addition, each awarding university — UDS (Germany), MTU (Ilreland), and UNIR
(Spain) — ensures national recognition through country-specific accreditation pro-
cedures.

This means your degree is fully recognised in Germany, Ireland, and Spain, and
valid throughout the EHEA and beyond, supporting both academic progression and
international employability.

11.5 Your Experiences Matter — Please Share them

Your experiences and suggestions play a vital role in shaping the programme.
Throughout your studies, you will be encouraged to share insights and ideas
through various channels, including:

e« Module evaluations
e Programme-wide surveys (e.g., on platform usability and e-learning experi-
ence)
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e Student representation in committees and working groups

e Open feedback channels on the learning platform

e The Future of Learning Convention, an annual event where students, fac-
ulty, and industry partners come together to share experiences and co-
create programme improvements

All feedback is treated seriously, typically anonymized unless you indicate other-
wise, and carefully analysed to emphasize insights and patterns. Where appropri-
ate, improvements are implemented promptly and responsibly.

11.6 Continuous Monitoring and Improvement

We use a range of quality data sources to keep improving, such as:

e Student survey feedback
e Anonymised platform data
e Course progression records
e Lecturer self-reflections

e Academic peer reviews and industry partner reviews of course content and
assessments

e Alumni and employer feedback

Insights and trends are summarised in the Annual Programme Review Report,
which guides strategic enhancement and programme updates.

The overall procedure for quality assurance is illustrated in Figure 10.
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Figure 10: Quality assurance cycle of the Joint Master’s Programme.
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Through multiple feedback and data-gathering channels, the Quality Service Com-
mittee formulates evidence-based suggestions for programme improvement.
These are reviewed and decided upon by the Master’s Board. Once approved,
changes are implemented collaboratively by the relevant programme bodies to
ensure continuous enhancement of the learning experience.

ARS8

11.7 Mastering Feedback: | Like, | wish, and Clarify

If you have ideas or concerns, please share them. If something inspires you, cele-
brate it with us. Quality in education is not a fixed goal or threshold. It is a shared
process and culture. Together, we make this programme stronger, more inclusive,
and future-ready.

One simple and effective method we encourage is the “I Like, | Wish, and Clarify”
approach. While formally embedded in the quality assurance framework outlined
in the Internal Quality Handbook, it is also a valuable soft skill and cultural prac-
tice across all our interactions.
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You are invited to use this approach when giving feedback: both within individual
modules and on the programme as a whole.

e |like - Highlight what worked well for you or helped you succeed. This al-
lows us to preserve what matters most, and to learn from strong exam-
ples that could inspire other modules or approaches.

e 1 wish - If you encountered a challenge or felt something was missing, let
us know. ldeally, go beyond what didn’t work or frustrated you, and share
what you think might help instead. Suggestions are especially welcome.

e Clarify - If you feel confused, stuck, or uncertain, don’t hesitate to ask.
Let us know what kind of information, format, or guidance would help you
feel more oriented and confident in taking action.

Thank you for being an active part of this evolving learning community, and for
co-shaping a programme that becomes more relevant, inclusive, and rewarding
with each new contribution.
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12. Legal Framework of the Programme

The 60 ECTS Online Master’s Programme in Cybersecurity Management and Data
Sovereignty is governed by a robust legal foundation that ensures academic qual-
ity, student rights, and cross-border recognition of your degree. As a joint pro-
gramme delivered across Germany, Ireland, and Spain, it complies with national
legal systems as well as shared European standards for joint degrees and quality
assurance.

12.1 National Legal Foundations

Each awarding institution operates within national, regional, and institutional legal
frameworks, all of which are reflected in the overall programme regulations. These
frameworks ensure full compliance with both local legislation and overarching
European standards. Key regulatory references include:

o« Germany: The programme is aligned with the Brandenburgisches
Hochschulgesetz (Brandenburg Higher Education Act), with particular rele-
vance to sections on joint degree programmes, examination law, and stu-
dent rights.

e lIreland: The programme follows the Qualifications and Quality Assurance
(Education and Training) Act 2012, which governs programme validation,
quality assurance, and the awarding of qualifications.

e Spain: Compliance is ensured with Real Decreto 822/2021 and Ley Orgdnica
2/2023, which regulate the organisation of university education in Spain,
alongside relevant regional laws.

In addition, the programme meets the requirements of the European Approach for
Quality Assurance of Joint Programmes.
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12.2 Cooperative Governance

The core legal and administrative principles of the programme are outlined in the
Joint Programme Cooperation Agreement, which defines how the awarding insti-
tutions collaborate, how academic and administrative responsibilities are shared,
and how decisions are made.

Key governing documents furthermore include:

e« The Study and Examination Regulations, which detail assessment proce-
dures, grading, and student obligations;

e The Internal Quality Handbook, which explains the quality assurance
mechanisms;

« The Student Handbook you are currently reading, which aims to provide
accessible guidance on rights, responsibilities, and practical matters during
your studies.

12.3 Data Protection

The master’s programme is fully compliant with the General Data Protection Reg-
ulation (GDPR), applicable across the European Union. All partner institutions fol-
low national implementations of GDPR and ensure that your personal data is han-
dled securely, transparently, and only for educational and administrative pur-
poses.

The body responsible for facilitating the programme’s data protection, providing
relevant staff training and guidance is the Joint Admissions Board, which can be
contacted via

Each degree-awarding institution also appoints a designated representative re-
sponsible for ensuring student data protection and GDPR compliance, as coordi-
nated by the Joint Admissions Board: the institutions’ Data Protection Officers
(DPOs).

Student Handbook | 60 ECTS Online Master’s | Cybersecurity Management and Data Sovereignty
131


mailto:admissions@digital4security.eu

4Security

Shaping Europe’s cyber future

12.3.1 Guidance for Participation in Synchronous Study Sessions

Modules in this programme include live online sessions, which are routinely rec-
orded so that students unable to attend in real time can still benefit from access
to the material. These recordings are accessible only to students enrolled in the
relevant module and the programme’s teaching staff.

To protect your privacy and that of others, please take care when contributing to
live sessions. Do not share any personal or sensitive information that you would
not wish to appear in a recording. This includes details such as health conditions,
financial matters, or confidential information from your workplace.

When you participate in discussions, you are responsible for ensuring that the
information you provide is appropriate for a learning environment where record-
ings are made. If you wish to raise a matter that is sensitive or private, we en-
courage you to contact your lecturer or programme coordinator directly outside
of the recorded session.

By being mindful of what you share, you help create a safe, professional, and
respectful learning space for yourself and your peers.

12.3.2 Your Data Protection Rights as a Student

Under the General Data Protection Regulation (GDPR), you have several rights con-
cerning the personal data held about you by the programme. These rights are
designed to give you control over your personal data and ensure that it is accurate,
secure, and processed responsibly.

At the same time, it is important to note that certain information must lawfully
remain part of your official student record and cannot be erased or altered, since
it is required to demonstrate your academic achievement, to issue your qualifica-
tion, or to comply with legal, contractual, or accreditation obligations.
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Retention periods in this programme:

Degree-relevant documentation is securely maintained for 50 years after
you graduate or withdraw from the programme, in line with the most strin-
gent European regulations (for example, modules completed, grades, degree
certificate, and diploma supplement). This ensures that you can access
proof of your achievements and qualifications well into the future.

Live session recordings within modules are retained for a maximum of 1
year and then permanently deleted, in accordance with data protection re-
quirements.

Your rights under GDPR include:

Right of access — You can request a copy of the personal data held about
you, such as your official student record (modules completed, grades, pro-
gression) or personal details (e.g., contact information).

Right to rectification — You can ask for corrections if your data is inaccurate
or incomplete. For example, if your name is misspelt, your contact details
are out of date, or there is an error in your recorded grades, you may request
and support rectification.

Right to erasure (“right to be forgotten”) — You may request that certain
personal data is deleted. For example, if in a demographic survey you chose
to share personal life circumstances that you later decide you would prefer
to keep private, you may request that your response be removed from the
data set. However, records necessary to maintain the integrity of your qual-
ification (e.g. your module grades, final award, or involvement in formal pro-
cedures) must be retained as long as legally required.

Right to restriction of processing — You may request that the use of your
data be limited in particular circumstances. For example, if you temporarily
withdraw from the programme for personal reasons, you may request that
your data is not actively used for communications until you return.
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e Right to object — You may object to certain forms of data processing. For
example, you can choose whether to activate or deactivate learning analyt-
ics that give you feedback on how your study patterns relate to your sub-
sequent module grades or self-reported course satisfaction.

« Right to data portability — You may request personal data in a digital format,
enabling you to re-use or share it. For example, you may download your
transcript of records to present for an application elsewhere.

How to exercise your rights:

Self-service records — Through the programme’s fully online system, you can gen-
erate and download many documents yourself. The Welcome Module offers a brief
introduction. This means you can quickly access key records without needing to
make a formal request — a significant benefit of the digital infrastructure used in
this master’s programme.

Further requests:

e For institution-specific matters, please contact the Data Protection Officer
(DPO) of UDS, MTU, or UNIR.

e For general matters concerning your student record (e.g., personal data and
contact details, progression, grades, and final award), please contact the
Secretariat.

For additional details on Data Processing and Protection in this programme, please
consult your Student Agreement.

12.4 Document Hierarchy

In case of any inconsistencies or conflicting interpretations between programme
documents, the following order of precedence applies:
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Cooperation Agreement

Study and Examination Regulations
Internal Quality Handbook

Module Handbook

Student Handbook

Student Agreement

e e o =

Other supporting documents

This order ensures that legally binding agreements and formally approved regula-
tions take precedence over explanatory or sample materials.

Should you become aware of or suspect any inconsistencies between the pro-
gramme documents, your message to is
much appreciated. It allows us to review the material and helps to ensure overall
coherence.
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13. Appeals

An appeal is a formal request to review or reconsider a decision that you believe
was made unfairly or in error, ensuring that your rights as a student are respected
and upheld.

We are committed to fostering a learning environment that is transparent, re-
spectful, and fair. If you ever feel that an assessment outcome does not reflect
your efforts or that a process has not been applied correctly, you have the right
to raise your concerns. Appeals are a normal part of academic life and help uphold
quality and integrity for everyone.

Further information is also available in the Study and Examination Regulations.
Additionally, a video covering this subject is available in the Welcome Module.
Guidance on where to find this programme resources is provided by the end of
this document.

13.1 What You Can Appeal

You may appeal:

e A negative admission decision

e A grade you received for an assignment, project, or exam

o Peer review feedback you believe was unfair

e A suspected case of academic misconduct you have been involved in
e Behaviour of others that you perceive as disrespectful or unjust

Appeals are not only your right. They are also welcomed as a way to ensure deci-
sions are well-informed and just.
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13.2 Appeals on a Negative Admission Decision

If you applied to this Joint Master’s Programme and received a rejection you be-
lieve was unjustified, you have the right to request a review of the decision.

e« Submit a written appeal within 14 calendar days of receiving the official

admission result. This appeal shall be addressed to
, copying in Cc.

e Your appeal should clearly outline why you believe the decision was incor-
rect, and may include additional supporting information (e.g., documents
not considered or misunderstood).

e The appeal will be reviewed by the Admissions Committee.

e A final, reasoned response will be sent to you as soon as possible, typi-
cally within 4 weeks.

Appeals are considered carefully and respectfully.

Please note that the admission criteria are firmly established through the Cooper-
ation Agreement between the awarding institutions and have been reviewed and
approved as part of the accreditation process. While you are entitled to appeal if
you believe your application was not properly assessed based on these criteria,
suggesting alternative admission requirements is not a valid basis for reconsider-
ation.

13.3 General Grade Appeals

If you believe that a grade does not accurately reflect your performance, the first
step is to seek clarification through an informal assessment review session. You
can submit a request for this review to the responsible examiner within one week
of the grade being issued. The examiner will then organise a review session, which
should take place within one week of your request. It provides a valuable oppor-
tunity to discuss the evaluation in detail, gain insight into how the grade was de-
termined, and raise any questions or concerns you may have.
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In some cases, the examiner may choose to hold a joint review session for all
students in the module rather than individual meetings. While individual appoint-
ments are not guaranteed, they may be offered at the examiner’s discretion.

If, after this informal review, you still have concerns about your grade, you may
submit a formal grade appeal. This appeal must be made in writing and submitted
within three weeks of the original grade’s publication. Your appeal should clearly
explain the reasons for contesting the grade, referring to any relevant assessment
criteria or grading rubrics provided. The formal appeal will initially be reviewed by
the institution(s) responsible for the module. The case may be escalated from a
Delivering Partner institution to the Module Guarantor Instutition in this phase.

Should the issue remain unresolved at this stage, the appeal may be escalated to
the Examinations Board, and, if necessary, to the Master’s Board of Directors,
which acts as the final authority on grade appeals.

At the initial institutional level, responses to formal complaints are expected
within four weeks: two weeks at the Delivering Institution and where required a
further two weeks at the Module Guarantor Institution. If no resolution is reached,
the appeal may be escalated to the Examinations Board, which will provide a re-
sponse within four weeks of notification. The Master’s Board of Directors serves
as the final authority for appeal resolution, with a response expected within four
weeks. Holiday periods, as defined in the Joint Programme Calendar, are not
counted towards these response times.

13.4 Appealing Peer Feedback

We value the power of peer learning and want to ensure that peer assessment is
both meaningful and fair.

Peer review is used to deepen learning, build evaluative skills, and foster mutual
inspiration in larger learning groups. In many cases, your work will be reviewed by
several peers who completed the same exercise, and their scores will be averaged
to form your result. You will also evaluate the work of others using shared criteria,
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developing your ability to give constructive feedback, reflect critically, and learn
from diverse examples — all key skills for academic and professional growth.

If you believe that a peer assessment was unfair, the following steps apply:

e Submit a written appeal to the course instructor within one week of the
peer grading publication. This can be done, for example, via Moodle’s feed-
back or messaging system. Be sure to include a clear explanation of your
concern.

e The instructor will review your submission and the relevant peer evalua-
tions within one week of receiving your appeal.

e If your concern is substantiated, the grade will be adjusted manually.

If you remain dissatisfied with the outcome:

e The instructor-confirmed grade will count as the official date of grade is-
suance.

e You may then request an informal grade review session with the instructor
within one week of that date, following the general grading complaints
procedure described in Section 13.3 of this Handbook.

13.5 Academic Misconduct

If you are ever involved in a case of suspected academic misconduct — such as
plagiarism, unauthorised collaboration, or cheating in an exam - rest assured
that the process is designed to be transparent, respectful, and supportive. It
aims to protect both academic integrity and your rights as a student.

What Happens if There’s a Concern?

¢ You will be informed of the concern and given an opportunity to respond
within two weeks of the formal notification.

e An initial review will be conducted by the Examinations Board.

e If needed, the matter may be escalated to the Master’s Board of Directors.
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e In more complex cases, a Disciplinary Committee may be convened. This
Committee includes faculty from at least two awarding institutions.

What Sanctions Are Possible?

If a violation is confirmed, sanctions will be proportionate and, wherever possi-
ble, developmental. These may include:

e Constructive feedback or the opportunity to revise and resubmit the work
e Grade adjustment or nullification

e Temporary suspension from the programme

e Expulsion, in the most serious or repeated cases

How To Appeal?

You may appeal any disciplinary decision in writing within 14 calendar days of
formal notification.

Your appeal should clearly explain the grounds for the appeal and must be sub-
mitted by email to , and also to the body that is-
sued the original decision (the Examinations Board, a Disciplinary Committee, or
the Master’s Board).

You will receive a formal response as early as possible, and no later than four
weeks during active teaching periods (excluding official breaks).

13.6 Addressing Unfair or Disrespectful Behaviour of Others

All students have the right to a safe, respectful, and inclusive learning environ-
ment. If you experience or witness behaviour by an instructor, peer, or staff mem-
ber that feels unfair, inappropriate, or disrespectful, you are encouraged to speak

up.

You may:
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o Contact the respective person, offering constructive feedback (see Section
11.7 for inspiration)
o Contact the Guarantor Institution responsible for the module (see Section

4.2)

o Contact your Programme Coordinator (if signed up for a professional pro-
file) or to seek advice or formally lodge a
concern

e Use the anonymous feedback channels on the LMS to report an issue
o Contact a student representative who can raise the issue on your behalf
o Contact the ombudsperson for guidance (see Section 13.7)

Depending on the situation, concerns may be addressed informally through medi-
ation, or formally via institutional procedures. Either way, your well-being and
dignity are taken seriously, and support is available via multiple appointed indi-
viduals and organisational bodies. You can choose the communication pathway
that best resonates with your situation and preferences.

13.7 Ombudsperson

An ombudsperson is a neutral, independent contact person who supports stu-
dents when they encounter conflicts, feel they have been treated unfairly, or are
unsure how to proceed with complaints or concerns, especially if other mecha-
nisms have not resolved the issue. They:

e Act independently of teaching and grading

o Offer confidential support and guidance

e Help mediate sensitive situations, including conflicts with staff or peers
e Guide students through appeals or complaint procedures

e Recommend institutional improvements based on recurring patterns

In this master’s programme, one or more ombudspersons are nominated by the
Master’s Board.

You can contact the ombudsperson(s) if:
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e You feel a conflict with a peer or staff member has not been fairly ad-
dressed

e You need guidance on how to navigate formal complaint or appeal pro-
cesses

e You experience unfair treatment or misconduct

e You seek confidential advice before raising a sensitive issue

The ombudsperson operates independently of academic grading and teaching and
will listen without judgement. They do not take sides, but help find fair and re-
spectful solutions, or guide you to the right process.

For this support, you can reach out to
73
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14. Introduction to the Digital Learning Environ-
ment

This master's programme is delivered entirely online through a digital learning
environment. It consists of three main components, each serving a specific func-
tion throughout your student journey. Understanding how they work together will
help you navigate the programme confidently, from your first inquiry to your reg-
ular studies.

14.1 Where Everything Begins: The Website

The starting point for every student is the official project website:

. Here, you can explore the programme in detail, review entry re-
quirements, read about the consortium partners, and check the latest updates. If
you are considering applying, the site provides clear information on tuition fees,
the programme structure, and who the programme is designed for. When you are
ready, you can click the “Apply Now” button to move to the next stage.

The Digital4Security initiative offers a comprehensive portfolio of educational op-
portunities designed to meet a variety of professional and academic needs. These
include microcredentials, a 60 ECTS fully online Master’s programme, and a 120
ECTS hybrid Master’s programme that combines online and in-person learning. All
programme options are described in detail on the Digital4Security website. You
are encouraged to explore the information available there to determine which ed-
ucational model best aligns with your situation and goals. When you have identi-
fied the right option, you can proceed directly to the application process via that
website.
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14.2 Managing Your Application and Profile: Full Fabric

Once you decide to apply, you will be directed to — a portal
powered by Full Fabric. This is your central hub for admissions and hosts your
personal student profile.

Full Fabric supports all administrative aspects of your journey: from the initial
eligibility check, through the submission of academic transcripts and your CV dur-
ing the application process, to course registration and, ultimately, the issuing of
your certificates.

At the start, you may spend a good portion of your time on this platform to com-
plete the application and onboarding steps. After submitting your application doc-
uments, you can track the review progress in real time and may respond to any
potential requests from the admissions team. Once you have been accepted, you
will be invited to sign your Student Agreement, arrange your tuition payment, and
select your courses for the first term.

When your enrolment is confirmed, your account will be automatically linked to
the learning platform. This means you will not need to manage multiple logins, as
access to all systems is unified.

Beyond admissions and enrolment, Full Fabric also serves as the long-term home
for your academic records. Your module completion data, industry certifications
(when conducted within the programme), the final degree certificate and your
Diploma Supplement will be issued and stored here.

The programme guarantees that your certificates will be stored securely for at
least 50 years. Should Full Fabric ever cease to operate, or should at some point
the programme transition to another platform, you will be informed about where
and how to access your documents moving forward. In case of any questions re-
garding the long-term storage of your credentials, you can contact the programme
secretariat at

&
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14.3 Your Virtual Campus: Moodle

Once enrolled, your learning will take place on , a dedi-
cated Moodle-based Learning Management System. This is where you will access
course content, participate in live sessions, complete assignments, interact with
instructors and peers, and track your academic progress within courses. Moodle
has been extensively customised to support both real-time and on-demand learn-
ing, with features such as the integrated BigBlueButton tool for virtual classrooms,
interactive modules, and discussion forums.

Thanks to Single Sign-On (SSO) functionality, your login experience will be seam-
less: Upon enrolment, you will receive an automated email with credentials and
instructions. From that point forward, you can move between Full Fabric and Moo-
dle effortlessly, with the same login credentials.

An overview of your entire learning environment is provided in Figure 11.
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Figure 11: A map of your learning environment, comprising three “continents:” the Web-
site, Full Fabric and Moodle.
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them, as the same login credentials grant you seamless
access to both “study islands.”
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14.4 Support, Accessibility, and Data Protection on the
Platform

The Digital4Security platform has been designed with responsiveness and acces-
sibility in mind. Whether accessed via desktop, tablet, or mobile device, the inter-
face remains intuitive and user-friendly. Key accessibility features — such as
screen reader compatibility and simplified navigation — support students with vis-
ual, auditory, or mobility impairments.
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Furthermore, technical support is available at multiple levels. Full Fabric provides
assistance related to the application and enrolment process, while Moodle-related
support is offered by Matrix Internet, who developed and maintain the platform.

Additionally, as the coordinating institution, UDS is responsible to help ensure the
overall availability and functionality of the programme infrastructure. For specific
concerns, please reach out to:

) — for platform issues, login problems, or system access.
& — for support with accessibility or special
student needs related to platform navigation.

[ — for questions concerning your student data.

If you ever feel unsure about the next step or experience any technical difficulties,
support is just a message away.

Also good to know: The entire platform is compliant with the General Data Pro-
tection Regulation (GDPR). A designated Data Protection Officer (DPO) at each
partner institution oversees compliance and privacy policies.
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15. Welcome Module: Your Launchpad for
Success

Before your formal coursework begins, we invite you to start your journey with the
Welcome Week, during which you actively engage with the Welcome Module: your
personal launchpad into the master’s programme. Whether you are returning to
education or new to online study, this self-paced module is designed to help you
build confidence, establish routines, and connect with the Digital4Security com-
munity from day one.

15.1 What You Will Gain in the Onboarding Module

The Welcome Module supports you in:

e Mastering the tools: Learn how to use Moodle, Full Fabric, and other key
platforms with ease.

e Meeting your community: Get to know your programme directors, instruc-
tors, peers, and the partner institutions behind your degree.

« Navigating the essentials: Explore your Student Handbook, Module Hand-
book, and key regulations with step-by-step guidance and short explainer
videos.

« Building sustainable habits: Discover how to design effective study envi-
ronments, manage your time, and balance your studies with life and work.

e Understanding academic integrity: Learn how to evaluate sources and
properly reference both human- and Al-generated content.

15.2 Mindfulness for Online Learning

A unique highlight of the module is the Mindfulness for Online Learning series,
which provides:
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e« Research-backed strategies to thrive in remote education

e Tips to enhance creativity, reduce stress, and boost motivation

e Insight into how your environment, mindset, and habits influence success

e Tools and scales to help monitor and support your mental and physical
well-being

Whether you are a structured planner or an intuitive learner, these resources will
help you build a rewarding and resilient learning experience tailored to your per-
sonal style.

15.3 Practical Resources at Your Fingertips

The Welcome Module includes:

e Curated video guides and welcome messages from partners across Europe

e« Templates and checklists for organising your academic life

e A growing collection of free well-being and study resources for online
learners

e Pointers to optional programmes such as Career Weeks and soft skill
workshops

e A collection of official programme documents, such as the Student Hand-
book, the Study and Exam Regulations, the Module Handbook, and more

o Digital4Security templates for your slides, homework submissions, and
thesis

e Inspirational mottos, D4S logos, and other branding materials you can use
to create custom items (such as T-shirts, mugs, and posters) to express a
shared Digital4Security culture and sense of affiliation.
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15.4 A Space for Connection and Growth

The Welcome Week is more than a module. It is a space to reflect, connect, and
grow. You will have opportunities to:

e Join forum discussions and informal meetups
e Learn about student representation and ways to shape the programme
e Share ideas, questions, and aspirations with the community

Tip: You can revisit the Welcome Module at any time during your studies. It remains
available throughout your programme. Many students return to it regularly for in-
spiration, resources, or to reset their study habits.
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16. Graduation

Upon successful completion of the Master’s Programme, you will be awarded a
degree in Cybersecurity Management and Data Sovereignty. This section provides
an overview of the requirements you need to fulfil for graduation — and how you
can celebrate this important milestone together with your peers, instructors, and
the wider community.

16.1 Graduation Requirements

To successfully complete the master’s programme and be awarded the joint de-
gree, students must meet all of the following academic and administrative re-
quirements:

o Be fully admitted to the programme (provisional admission does not confer
eligibility for graduation);

e Successfully complete all 30 ECTS of compulsory components, including the
three mandatory taught modules and the Master’s thesis;

e Accumulate a total of 60 ECTS (passing a sufficient number of modules by

achieving at least 60% of the available total points);
e Comply with any additional requirements outlined in the programme regu-

lations including the Student Agreement, such as adherence to academic
integrity standards.

Students who have met all of the above criteria will be eligible to graduate and
receive the officially awarded joint degree, conferred by UDS, MTU and UNIR.

If you are unsure about your academic status or progression, we encourage you
to contact your Programme Coordinator (if you are enrolled in a professional path-
way) or reach out to the Secretariat at for guid-
ance.
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16.2 Graduation Ceremony

Graduation marks a significant milestone in your academic and professional jour-
ney, and we recognize the importance of celebrating this achievement in a mean-
ingful way. As a fully online joint degree programme, we are committed to offering
inclusive options for all students, regardless of their location.

All graduates are invited to participate in an online graduation ceremony, ensuring
that every student can be recognised and celebrated within our international com-
munity. This online ceremony is designed to be a formal and festive occasion,
offering graduates the chance to connect with peers, academic staff, and their
families in a virtual setting.

However, we also understand that for some students, the experience of an in-
person celebration is deeply valued. Where possible, the awarding universities
may offer opportunities to attend onsite graduation ceremonies, subject to avail-
ability and institutional scheduling. Participation in such onsite events may require
advance registration and may be subject to participation fees and limited space.

For example, Universidad Internacional de La Rioja (UNIR) regularly organises for-
mal graduation events in Spain. These events are vibrant and well-attended, of-
fering a traditional academic celebration in a physical setting (see Figure 12).
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Figure 12: Even after a fully online study experience, celebrating graduation at a festive
on-site event can be a meaningful milestone for participants, as illustrated by UNIR.
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Attending an onsite graduation ceremony is an optional additional experience and
celebration. It does not affect the formal conferral of your degree certificates,
which will be issued via the Digital4Security platform in accordance with the joint

programme’s official procedures.

We encourage all students to participate in the graduation format that best re-
flects their personal preferences and circumstances.
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16.3 After Graduation — Benefit from the Alumni Network

Graduates of the Master’s in Cybersecurity and Data Sovereignty are eligible to
join the programme’s Alumni Network, a vibrant community of professionals with
experience across business, law, technology, compliance, and related sectors.
Alumni membership is flexible: graduates can choose the level of communication
and engagement they wish to receive.

The Alumni Network offers opportunities to:

e Maintain and expand professional connections with peers and faculty
from across Europe and beyond.

« Participate in exclusive events, workshops, and industry briefings de-
signed to keep members at the forefront of developments in cybersecurity
and data governance.

e Access continuous learning resources, including updates on emerging
threats, regulatory changes, and best practices in cybersecurity manage-
ment.

o Collaborate on professional projects or mentoring initiatives that connect
current students with alumni expertise.

e Contribute to programme development, for example through participation
in the annual Future of Learning Convention, where alumni share insights
from their experiences and help shape innovative improvements.

One year and five years post-graduation, alumni will be invited to provide feedback
through follow-up surveys to reflect on their experiences and the impact of the
programme on their careers.

Joining and staying active in the Alumni Network is straightforward: graduates can
register via the programme platform, update their contact preferences, and
choose how they wish to receive information and invitations to events. Participa-
tion is voluntary but highly encouraged, as it fosters ongoing professional devel-
opment, strengthens networks, and helps shape the future of the programme.
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17. Practical Info

This section offers guidance on practical matters such as working alongside your
studies, mobility support, and what is or is not included in your tuition fees. Brief
video explainers are also available in the Welcome Module.

If you have any further questions, feel free to contact
for additional guidance.

17.1 Working alongside Your Studies

Students in this master’s programme may choose to work while studying, and the
programme is designed to make that possible. With its flexible, fully online struc-
ture, modular design, and part-time options, the programme is well-suited to pro-
fessionals seeking to upskill or transition into new cybersecurity roles without
pausing their careers.

That said, if you plan to work during your studies, it is essential to understand and
respect the legal regulations in your country of residence or host country.

For example, in Germany, students are generally permitted to work only full-time
during official term breaks. During the teaching period, student employment is
typically limited to 20 hours per week to maintain student status and comply with
immigration and social security rules.

While the programme offers the flexibility to support working learners, it is your
own responsibility to research and comply with local laws, including regulations
concerning student work permits, taxation, and working hours.

The term breaks of this programme are officially defined in the academic calendar
(Section 3.9). These breaks typically occur as follows:
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e Spring Break: Weeks 13-14
e Summer Break: Weeks 27-39
e Winter Break: Week 52

Working full-time during these breaks is generally less restricted in countries such
as Germany, but again — you must confirm and follow the legal framework appli-
cable to your specific location and visa status.

If you need guidance on balancing your studies and professional responsibilities,
counselling is available via
&

If you are looking for internship opportunities, career coaching, or job placement
support, you can also reach out to
73

17.2 Fees, Mobility & Support

The Digital4Security Master’s Programme opens the door to a truly international
learning experience, with flexibility, mobility, and real-world opportunities built
into the design.

Here is what your tuition fee includes, and what it does not include, along with
the types of support available to help you benefit from cross-border collaboration
and optional on-site experiences.

17.2.1 What is Included in Your Tuition Fee

Your tuition fee gives you access to the full academic and professional framework
of the master’s programme. You can complete the full 60 ECTS curriculum, in-
cluding:
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e 30 ECTS of fixed courses, made up of:
o 15 ECTS in mandatory modules, with one delivered by each awarding
university (UDS, MTU, UNIR)
o 15 ECTS for your thesis, including academic supervision and assess-
ment
e 30 ECTS of electives, with:
o 20 ECTS of recommended modules aligned with selected profes-
sional profiles (optionally)
o 10 ECTS of freely chosen electives, allowing you to shape your own
learning pathway

Furthermore, you can take industry certification exams at special rates, with ac-
cess to self-study materials and mock tests designed to help you succeed.

You will also be invited to a wide range of activities, including:

e Guest lectures, expert webinars, and interactive workshops

e Cybersecurity challenges, cyber ranges, hackathons, and bootcamps

e Networking events, problem-solving projects, and career-building opportu-
nities

While virtual participation in these extracurricular activities is typically free of
charge, some special events may involve a small participation fee to help cover
organisational costs.

Throughout the programme, you benefit from ongoing student mentoring and
formative feedback, helping you to stay on track and succeed in your studies.

You have access to the full range of student services described in this handbook
(Section 10).
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17.2.2 What is Not Included in Your Tuition Fee

While the programme covers a wide range of learning and support services, the
following personal and logistical expenses are not included:

e Visa or residence permit fees

e Social security or health insurance
e Travel or local transportation

e Housing and lodging costs

e Meals and daily living expenses

These are your personal responsibility. But don’t worry, support is available to
help you participate in physical mobility opportunities (see examples in Section
17.3).

17.3 Student Mobility Support

Whether you join remotely or visit a partner institution in person, we invite you to
participate in optional international activities, either virtually or on-site. To sup-
port this, the programme offers:

e Letters of invitation to support visa applications, where needed, for at-
tending on-site events such as summer schools, hackathons, or work-
shops.

e Assistance with Erasmus+ applications, for short-term stays or blended
mobility activities

¢ Local mobility services offered by selected partner universities

Student Handbook | 60 ECTS Online Master’s | Cybersecurity Management and Data Sovereignty
158



@
Digital4Security

Shaping Europe’s cyber future

Here is one example: Local Support at UDS (Ger-
many)

Students enrolled in this Master’s programme are el-
igible to take part in Career Weeks in Germany: an
optional, four-week immersive experience organized
by UDS that brings your online studies to life. Hosted
at the CloudHouse headquarters in Potsdam (near
Berlin), the programme offers:

« Hands-on career development workshops cover-
ing professional skills, case studies, and career
coaching

« Short-term internships and onsite networking
events, connecting you directly with industry pro-
fessionals in the region

o Support finding affordable housing in the Berlin—
Potsdam area

o Access to UDS’s CloudHouse facilities for work-
shops and collaborative learning

e Cultural activities such as museum visits and boat
tours

e« Community-building events around Potsdam and
Berlin

« Tailored assistance with travel and logistics, de-
signed around your individual goals

For more information, visit

This is just one example. Many other Digital4Security partner institutions may also
offer mobility support, including help with internships, physical events, or local
services for international students.
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18. Branding and Shared Culture

At many on-site universities, students and visi-
tors can buy branded t-shirts, cups, and pens —
often as a way to express affiliation, pride, or a
sense of belonging to a shared community and
culture. These items can become meaningful
keepsakes, even for alumni or family members.

We fully support the desire to express a shared
culture. In an online programme with partners
across multiple European countries, our diver-
sity, mutual respect, and spirit of collaboration

form a core part of this identity.

In the Welcome Module materials, you will find a collection of resources that can
be downloaded for free. You can use them to create your own branded items,
such as t-shirts, mugs, or stationery. This allows you to feature the designs and
messages that resonate most with you. For the printing and customization, you
can choose retailers of your preference, such as local companies.

Available resources include:

e The D4S logo and branding assets, including materials linked to the D4S
network, the involved institutions and the diversity of European locations;

e Inspirational quotes and mottos on cybersecurity, risk management, and in-
novation governance — ideal for printing on banners to customize your home
environment;

e« DA4S academic templates, including slides and thesis support materials for
structuring and presenting your work.

We warmly invite you to explore and personalise these materials to reflect your
own style and ideas. Feel invited to share how you have integrated D4S elements
into your environment, clothing, or everyday items. We have a dedicated forum in
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the Welcome Module where you can post your creations, share inspiration, and
celebrate the shared values of the D4S community.

19. Key Contacts

For all general enquiries and support, the Digital4Security team is here to help.
Below you will find dedicated contact points for common questions and concerns
throughout your studies.

19.1 General Support

General Enquiries
For questions about the programme, how it works, and who to contact.
&

Student Services
For help in navigating your studies or accessing student support services

i)

19.2 Admissions and Enrolment

Admissions Office

For questions about applications or entry requirements

&

Student Data and Records

For help with student IDs, transcripts, and your profile data.
&
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19.3 Programme Governance and Academic Support

Programme Secretariat
For matters related to day-to-day programme operations, scheduling, and coor-
dination.

i)

Programme Coordinators

For questions concerning the programme, any operational concerns or sugges-
tions

Programme Coordinator — UDS

i)

Programme Coordinator - MTU
S

Programme Coordinator — UNIR
[z

19.4 Quality, Feedback, Conflict-Guidance

| Like — 1 Wish - Clarify
Use this channel to submit feedback or suggestions.
&

Quality Assurance
To contact the Quality Service Committee.

)

Ombudsperson
For confidential guidance around conflicts, unfair treatment, or appeals.

i)
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19.5 Formal Complaints

When informal channels do not suffice to solve issues, contact the programme
coordinators.

Programme Coordinator — UDS
&

Programme Coordinator - MTU
73

Programme Coordinator — UNIR
73

19.6 Student Representation

Contact Your Student Representatives
To reach out to elected representatives for concerns, suggestions, or support.

i)

19.7 Career Services and Industry Certifications

Employability and Internship Support
For internship or job placements, or information on industry certifications, in-
cluding support with mock exams and recommended certifications.

i)
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19.8 Professional Profiles and Pathway Support

For questions regarding a certain professional pathway and its recommended
modules, contact the Programme Coordinator of the curating institution

Chief Information Security Officer (CISO)
Programme Coordinator — UDS
&

Cyber Legal, Policy, and Compliance Officer
Programme Coordinator - MTU
73

Cybersecurity Risk Manager
Programme Coordinator - MTU
()

Cyber Threat Intelligence Specialist
Programme Coordinator — UNIR
&

Cybersecurity Educator
Programme Coordinator — UDS
)

Cybersecurity Auditor
Programme Coordinator — UNIR
[z
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19.9 Additional Contacts

IT Helpdesk

For platform issues, login problems, or system access.
)

Event and Community Coordination
For events, workshops, or networking opportunities.
73
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Glossary of Terms

Academic and Programme Terms

e ECTS (European Credit Transfer and Accumulation System)

A standardized system across Europe that measures student workload. 60 ECTS
credits represent a full-time academic year.

e Programme Learning Outcomes (PLOs)

Broad competencies and skills that students are expected to achieve by the end
of the degree programme.

e Module Learning Outcomes

Specific knowledge and skills students should acquire by completing a particular
module.

¢ Module Catalogue

A list of all modules available in the programme, including descriptions, credit
value, and relevance to professional profiles.

e Module Guarantor

The institution responsible for ensuring academic quality and oversight of a spe-
cific module.

e Diploma Supplement

An official document accompanying the degree that details academic achieve-
ments, modules completed, and professional pathway alignment.

e Joint Degree

A single degree awarded by multiple institutions, recognizing joint delivery and
oversight of the programme.
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e Trimester

An academic term structure dividing the year into three periods of approximately
12 weeks each.

e Programme Coordinator

The staff member responsible for overseeing a student’s academic journey and
ensuring alignment with their chosen professional profile.

e Professional Profile / Pathway

A curated learning track aligned with specific cybersecurity career roles, offering
tailored guidance and documentation.

e Elective Module

A module chosen by the student based on interest or professional goals, not
compulsory for all.

¢ Mandatory Module
A required module that all students in the programme must complete.
e Micro credential

Short, focused learning experiences that can be recognized for credit towards a
degree.

¢ Recognition of Prior Learning

A process for acknowledging previous formal or informal learning to gain aca-
demic credit.

e Transcript of Records

An official document listing all modules completed, ECTS earned, and grades
achieved.

e Welcome Module

An onboarding module that helps students navigate the programmme, platform,
and study expectations.
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e Learning Management System (LMS)

The digital platform used to deliver course materials, assignments, and commu-
nication (e.g., Moodle).

Cybersecurity-Specific Terms

e Cybersecurity Management

The strategic oversight of an organisation’s information security policies, prac-
tices, and risk management.

e Data Sovereignty

The concept that digital data is subject to the laws of the country in which it is
stored.

e Ethical Hacking

The practice of testing systems and networks to identify vulnerabilities, per-
formed legally and with consent.

e Penetration Testing
Simulated cyberattacks on systems to evaluate their security resilience.
e Cyber Threat Intelligence

Information gathered and analysed to understand potential and active threats to
an organisation’s digital assets.

e Cyber Risk Management

The process of identifying, evaluating, and mitigating risks to digital infrastruc-
ture and data.

e Cybersecurity Operations

Day-to-day activities involved in detecting, responding to, and preventing cyber-
security incidents.

Student Handbook | 60 ECTS Online Master’s | Cybersecurity Management and Data Sovereignty
168



4Security

Shaping Europe’s cyber future

e Cybersecurity Auditor

A professional who assesses an organisation’s cybersecurity posture, compli-
ance, and risk exposure.

e Cybersecurity Law

Legislation governing digital security practices, privacy, data protection, and
compliance.

o Digital Forensics

The investigation of digital devices and data for evidence in cybersecurity and le-
gal contexts.

e Cyber-Physical Systems

Integrated systems involving both digital and physical components, such as in-
dustrial control systems.

e Security Operations

Organisational functions focused on monitoring, managing, and securing digital
infrastructure.

¢ Incident Management

The process of identifying, responding to, and recovering from cybersecurity inci-
dents.

¢ Malware Analysis
The study of malicious software to understand its function, origin, and impact.
e CISO (Chief Information Security Officer)

An executive responsible for an organisation’s information and cybersecurity
strategy.

e Chain of Custody

The documented process of handling digital evidence to maintain its integrity.
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e eDiscovery

The process of identifying, collecting, and producing digital data in response to a
legal request.

e Cybersecurity Culture

The shared values, practices, and awareness around information security within
an organisation.

e Cybersecurity Strategy

A long-term plan that outlines how an organisation will protect its information
assets.

e Compliance
Adherence to relevant laws, regulations, and standards.
e Governance

Structures and policies that define how cybersecurity responsibilities are man-
aged and overseen.

e Threat Response

Actions taken to address and mitigate identified cyber threats.

Governance Terms

e Academic Integrity

A commitment to honesty, trust, fairness, respect, and responsibility in aca-
demic work, including avoiding plagiarism and cheating.

e Appeals Process

A formal procedure allowing students to contest academic decisions, such as
grades or admissions outcomes.
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e Code of Conduct

A set of rules outlining expected behaviours and responsibilities of students
within the academic community.

e Student Representation

A governance structure that allows students to participate in decision-making
and voice concerns to programme leadership.

e Disciplinary Procedures
Processes for addressing breaches of institutional rules or academic misconduct.
e Ombudsperson

An impartial official who assists students in resolving disputes or concerns
within the academic institution.

e Document Hierarchy

The structured relationship between policy documents, with legal and institu-
tional documents taking precedence over others.

Digital Tools and Platforms

e Moodle

An open-source Learning Management System (LMS) used for delivering course
content, assignments, and communication.

e Full Fabric
A digital platform used to manage applications, student profiles, and admissions.
e Cyber Ranges

Simulated environments used for cybersecurity training and exercises, allowing
learners to practice in realistic scenarios.
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e Immersive Learning

Learning experiences enhanced through digital simulations, 3D environments, or
augmented/virtual reality technologies.

e Cloud Computing

The delivery of computing services such as storage, processing, and software
over the internet.

e Automation of Security Tasks

The use of software tools and scripts to automatically perform security opera-
tions and threat detection tasks.

e Machine Learning

A type of artificial intelligence that enables systems to learn and improve from
experience without explicit programming.

e Deep Learning

A subset of machine learning using neural networks with multiple layers, often
used in cybersecurity for threat detection.

Quality Assurance Terms

¢ Quality Assurance

A systematic process of monitoring and improving academic standards and stu-
dent learning outcomes.

¢ Internal Quality Handbook

A document outlining how the programme maintains academic quality through
feedback, monitoring, and evaluation.
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e Accreditation

Official recognition that an academic programme meets defined quality stand-
ards set by a regulatory or accrediting body.

e Continuous Monitoring

Ongoing assessment of programme performance, including teaching quality, stu-
dent satisfaction, and learning outcomes.

e Feedback Mechanisms

Structured processes through which students can provide input on modules,
teaching, and services to help improve the programme.

e ‘I Like, | Wish, Clarify’

A structured feedback method encouraging constructive input from students:
what they liked, wished for, or found unclear.

Acronyms — Academic and Programme Terms
e ECTS

European Credit Transfer and Accumulation System - already defined.
e LMS

Learning Management System - a software application for the administration,
documentation, tracking, reporting, automation, and delivery of educational
courses.

e CEFR

Common European Framework of Reference for Languages — used to define and
measure language proficiency.
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e EQF

European Qualifications Framework — a standardised system for comparing
qualifications across Europe.

e EHEA

European Higher Education Area — a unified higher education framework in Eu-
rope enabling degree recognition and academic mobility.

Acronyms - Economy and Cybersecurity
e SMEs

Small and Medium-sized Enterprises.
e CPS

Cyber-Physical Systems - integrated systems involving computation, networking,
and physical processes.

Acronyms - Digital Tools and Platforms
e COVE

Campus of Virtual Education - a digital space used for immersive learning.
e D4S

Digital4Security — an EU-funded project supporting cybersecurity education
across Europe.
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Acronyms - Governance Terms
e UNESCO

United Nations Educational, Scientific and Cultural Organization.
e CEPES

European Centre for Higher Education (part of UNESCO).
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Document Governance

This Student Handbook is a shared programme resource, overseen by the Master’s
Board and operationally managed by the Secretariat, as defined in the Cooperation
Agreement (Annex 1). Content revisions and quality checks are carried out with
the support of the Quality Service Committee and the Industry Advisory Board.
Together, these bodies ensure that the handbook is accurate, comprehensive, and
aligned with the programme’s policies, procedures, and standards.

The Quality Service Committee supports the Secretariat in ensuring that the hand-
book accurately reflects the programme’s policies and covers all essential pro-
gramme information.

The Industry Advisory Board helps to ensure that students can readily access in-
formation relevant to professional career goals, with opportunities offered through
the Digital4Security partner network clearly highlighted.

All Digital4Security partners are invited and encouraged to suggest additional ser-
vices, information or resources for inclusion in the handbook. Once approved by
the Master’s Board, these contributions will be added, helping connect students
with partners who provide valuable expertise and opportunities.

The handbook is designed to empower learners, supporting them in navigating the
digital learning environment with confidence and enabling them to make the most
of the programme from the outset.

Submitting Suggestions or Feedback

e Partners, staff, and programme bodies are encouraged to propose enhance-
ments to the handbook, whether through revisions or the addition of new
content.

e Students are invited to provide feedback, for example if sections are unclear
or if additional information would be useful.
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e Suggested edits should be sent to , with
copied (Cc).
e For internal consultation on potential new contributions — before suggesting
concrete edits, discussions may be directed to:
o the Industry Advisory Board ( ) for
proposals by Industry Partners, or
o the Quality Service Committee (
) for proposals by Academic Partners.

Updating the Handbook

e The Secretariat implements changes, with guidance and editorial support
from the Quality Service Committee.

e Substantial content changes require the approval of the Master’s Board.

e Once a new version is authorised, the Secretariat will publish it on the des-
ignated platforms without undue delay. All programme participants and af-
filiates will be notified through official channels within two weeks of the
revision.

The current document is designated as Student Handbook, Version 1 (V1). Editorial
changes, such as correcting spelling errors or updating figures without altering the
manual’s meaning, do not affect the version number. Version numbering remains
unchanged until student agreements have been signed. Upon official publication,
each version shall be dated; the version history shall be accessible to students,
staff, and other relevant programme stakeholders from the initiation of version
numbering, typically through a version history table.
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Document Context and Publication

This forms part of a comprehensive set of materials that in-
troduce, govern, and support the 60 ECTS Online Master’s in Cybersecurity Man-
agement and Data Sovereignty, a fully online joint programme coordinated and
delivered by the following three higher education institutions:

e German University of Digital Science (UDS) — Coordinator
Marlene-Dietrich-Allee 14, 14482 Potsdam, Germany

e Munster Technological University (MTU)
Rossa Avenue, Bishopstown, Cork T12 P928, Ireland

e Universidad Internacional de La Rioja (UNIR)
Avenida de la Paz 137, 26006 Logrofio, Spain

The programme’s structure, academic standards, quality assurance mechanisms,
and operational procedures are described across the following documentation
package:

Self-Assessment Report - a reference document for external evaluation and ac-

creditation under the European Approach for Quality Assurance of Joint Pro-
grammes

I. Governance and Quality Assurance
e Annex 1. Cooperation Agreement
e Annex 2. Study and Examination Regulations
e Annex 3. Rules of Procedure for the Master’s Board
e Annex 4. Internal Quality Handbook
e Annex 5. Programme Survey Scales
e Annex 6. Industry Advisory Board Manual

Il. Curriculum, Learning and Teaching Staff
e Annex 7. Module Handbook

e Annex 9. Teaching Staff CVs
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e Annex 10. Practical Guide for Lecturers

lll. Certification and Recoghnition
e Annex 11. Sample Degree Certificate
e Annex 12. Sample Diploma Supplement

IV. Administrative and Operational Documents
e Annex 13. Sample Student Agreement
e Annex 14. Sample Supporting Partner Contract
e Annex 15. Sample Remuneration Manual

The programme documentation is maintained as follows:

e SharePoint serves as the repository for all programme documents.

e The Welcome Module publishes most programme documents (except
those requiring protection against forgery or containing confidential infor-
mation), ensuring transparency for enrolled students and staff.

e The Digital4Security website provides open access to selected infor-
mation for prospective students and other interested parties, including ad-
mission requirements and procedures, the course catalogue, examination

and assessment regulations, and other key programme details.

Document SharePoint Welcome Website
Module

0 Self-Assessment Report v v

1 Cooperation Agreement v v

2 Study and Examination Regulations v 4 v

3 :ggerz of Procedure for the Master’s v v

4 Internal Quality Handbook v v v

5 Programme Survey Scales v v

6 Industry Advisory Board Manual v v V)

7 Module Handbook v v ()
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Welcome

Document SharePoint Module Website

8 Student Handbook v v 4

9 Teaching Staff CVs v 4

10 Practical Guide for Lecturers v v

1 Sample Degree Certificate v

12 Sample Diploma Supplement v

13 Sample Student Agreement v v

14 Sample Supporting Partner Contract v

15 Sample Remuneration Manual v

In the event of inconsistencies or conflicting interpretations among these docu-
ments, the following order of precedence applies:

Cooperation Agreement

Study and Examination Regulations

Rules of Procedure for the Master’s Board
Internal Quality Handbook

Module Handbook

Student Handbook

Student Agreement

Programme Survey Scales

Supporting Partner Contracts

© ® NN O Ok 0N

Other supporting documents

This hierarchy, as officially defined in the Cooperation Agreement, serves to ensure
that foundational arrangements and formally adopted regulations take prece-
dence over illustrative or operational materials.

Should the reader become aware of, or suspect, any inconsistency or misalign-
ment between the documents, please contact
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Together, these materials form the backbone of a transformative joint programme
that seeks to integrate academic excellence, industry relevance, and social re-
sponsibility. It reflects the shared commitment of academic leaders, instructors,
students, industry experts, and partner institutions, to shaping a student-centred,
accessible, and future-oriented study environment.

This collective effort supports:

e Empowering cybersecurity leaders with the capacity to anticipate and man-
age risks, while collaborating effectively across stakeholders;

e Delivering high-quality, flexible online learning grounded in real-world ap-
plication;

e Supporting lifelong learning and workforce adaptability in a rapidly evolving
digital landscape;

e Aligning education with industry and market needs to ensure professional
relevance;

e Facilitating European strategic autonomy through digital sovereignty and
resilient infrastructure;

¢ Advancing inclusion, accessibility, and gender equality in the cybersecurity
field; and

e Promoting responsible innovation, ethics, and regulatory compliance in all
aspects of digital security.

We thank all contributors for their continued collaboration in advancing the
vision: to empower learners, institutions, and societies in shaping
a more secure, inclusive, and sovereign digital future.
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Legal Disclaimer

Funded by the European Union. Views and opinions expressed are however those of the au-
thor(s) only and do not necessarily reflect those of the European Union or the European Health
and Digital Executive Agency (HaDEA). Neither the European Union nor the granting authority can
be held responsible for them.

Project 101123430 — Digital4Security — DIGITAL-2022-SKILLS-03

Copyright © 2023 by Digital4Security Consortium
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